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Iran, Non-U.S. Banks, and Secondary Sanctions:
Understanding the Trends

M

any non-U.S. financial institutions have expressed concern — and, at times,
confusion —regarding their exposure under U.S. economic sanctions laws,
especially with respect to Iran. The complex U.S. framework for secondary
sanctions is no longer properly understood as sanctions “against” Iran, but rather U.S.
sanctions against third-country companies that do business with Iran. Over the past
several years, there has been a series of settlements, each exceeding $100 million, between U.S. authorities and non-U.S. banks — including ABN AMRO, Barclays, Credit
Suisse, ING, Lloyds and Standard Chartered — alleging violations of U.S. sanctions
against Iran and other countries.
As remarkable as these settlements may be, they are fairly conventional in the sense
that they concern transactions that had a connection to U.S. territory, and the allegations were that the banks directly violated U.S. law by conducting business with Iran
from the United States. A more noteworthy trend in U.S. law has been to threaten, and
occasionally impose, so-called secondary sanctions against non-U.S. persons that do
business with Iran, whether or not that business has a U.S. nexus. To best understand
this trend, it is necessary to review the context for secondary sanctions, the substance
of the new laws and the lessons non-U.S. financial institutions appear to be drawing.
Secondary Sanctions and Iran – A Recent History
Iran-related secondary sanctions are not new to U.S. policy. The Iran-Libya Sanctions Act of 1996 — amended over the years and now known as the Iran Sanctions Act
(ISA) — authorizes sanctions on businesses or individuals engaging in various transactions related to Iran’s energy sector or advanced Iranian weapons programs. Several
non-U.S. companies in the energy and shipping sectors have been subjected to various
secondary sanctions under ISA in recent years.
The current wave of secondary sanctions can be traced to 2006, when U.S authorities
began a concerted effort to dissuade non-U.S. financial institutions from doing business
with Iranian banks — not because of their nationality or affiliation with the Iranian
state, but because of their conduct.

1440 New York Avenue, NW,
Washington, D.C. 20005
Telephone: 202.371.7000
Four Times Square, New York, NY 10036
Telephone: 212.735.3000
WWW.SKADDEN.COM

To begin, the U.S Treasury Department’s Office of Foreign Assets Control (OFAC)
amended a provision in its Iranian sanctions regulations that had authorized so-called
U-turn payments, or funds transfers originating and terminating outside the United States, effectively to prohibit any such payments involving Iran’s Bank Saderat,
which OFAC stated was serving as a conduit between the Iranian government and
terrorist organizations. OFAC’s 2007 sanctions on Iran’s Bank Sepah for its role in
Iran’s missile procurement was the next in a series of U.S. government actions imposing various economic sanctions on large Iranian commercial enterprises because
of their alleged conduct. By late 2008, the U-turn authorization for Iranian parties
had been revoked altogether, and by 2012 it seemed as if almost every major Iranian
commercial enterprise had been accused of a role in Iran’s nuclear program or support
for international terrorism.
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Outside American media and policy circles, the primary audience for these conduct-based sanctions
on Iranian entities has been non-U.S. financial institutions. U.S. persons already had been prohibited
from engaging in most business with Iran through broad U.S. economic sanctions dating back to 1995.
Revoking the U-turn authorization had the most direct impact on non-U.S. financial institutions that
previously had been permitted to conduct dollar-clearing transactions for Iranian clients. U.S. authorities may not have expected to compel the non-U.S. banks to drop such business altogether, but they
appealed to the reputational concerns of these entities, and authorities intended to close off access to the
U.S. financial system for such business. Many non-U.S. financial institutions responded favorably, and
some announced that they were voluntarily terminating their Iran-related business.
New Secondary Sanction Efforts
Starting in 2010, the U.S. government sharpened the choice for non-U.S. financial institutions: If they
continued to conduct certain business with Iran, they risked losing access to the U.S. financial system.
New legal authorities were developed to restrict correspondent banking services or impose broader
sanctions on non-U.S. banks that continued to conduct certain business with Iran.
Correspondent Banking Sanctions
The Comprehensive Iran Sanctions, Accountability, and Divestment Act of 2010 (CISADA),
which enables the U.S. Treasury Secretary to prohibit or impose conditions on opening or maintaining U.S. correspondent or payable-through accounts for a non-U.S. financial institution found
to knowingly engage in sanctionable activities. This includes those entities that facilitate (i) Iran’s
WMD acquisition or development, or Iran’s support for international terrorism; or (ii) significant
transactions or providing significant financial services for designated banks or for Iran’s Islamic Revolutionary Guard Corps or its affiliates, which include large commercial enterprises. In July 2012,
the Treasury Department first exercised its CISADA authorities when it announced that U.S. financial
institutions would be prohibited from opening or maintaining accounts for two institutions: China’s
Bank of Kunlun and Iraq’s Elaf Islamic Bank. The public record is not clear about the specific conduct of these banks, but it does not suggest that Kunlun or Elaf did anything more than simply provide
arms-length financial services to designated Iranian banks.
The National Defense Authorization Act for Fiscal Year 2012 (NDAA), which includes a new
authority to impose secondary sanctions on non-U.S. banks. Signed into law on December 31, 2011,
the NDAA essentially replicates CISADA’s focus on transactions with designated banks but adds the
Central Bank of Iran as a new criterion for sanctions. It also includes a unique provision for “exceptions” to the sanctions: If the president finds that a country made significant reductions in Iranian
crude oil purchases, then that country’s financial institutions can receive a 180-day exception from
sanctions under the NDAA — even if they otherwise meet the criteria for such sanctions. These
exceptions, however, generally have no bearing on other sanctions authorities; China received an
NDAA exception in June 2012 and, one month later, a Chinese bank suffered exactly the same consequences under CISADA as it would have under the NDAA.
Executive Order 13622, issued by President Obama on July 30, 2012, relies on other statutory authorities to replicate the banking sanctions available under CISADA and the NDAA to cover a bank’s
knowing transactions with the National Iranian Oil Company (NIOC) or Naftiran Intertrade Company (NICO), or for the purchase or acquisition of petroleum, petroleum products or petrochemicals
from Iran. NIOC and NICO are defined in this order to include their subsidiaries, which include
entities such as the National Iranian Tanker Company.
The order includes overlapping and somewhat inconsistent authorities to impose sanctions on banks
that conduct transactions with NIOC or NICO. Section 1 authorizes sanctions against a non-U.S.
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financial institution for engaging in or facilitating a significant transaction with NIOC or NICO; Section 5 authorizes an asset freeze against anyone who provides financial support or services to NIOC
or NICO. Section 1 incorporates the NDAA exceptions, such as are currently in effect for a variety
of countries including China, Japan and most European countries, but Section 5 does not.
In other words, a bank that conducts a significant transaction with NIOC or NICO, and is based in a
country that enjoys an NDAA exception, may still face sanctions under Section 5 of Executive Order
13622, because the NDAA exception is relevant only to Section 1. To make it even more confusing,
the NDAA exception is relevant only to part of Section 1. Section 1, among other things, provides
for banking sanctions for knowingly conducting or facilitating a significant financial transaction for
the purchase or acquisition of petroleum, petroleum products or petrochemical products from Iran,
but its NDAA exception is limited to such transactions involving petroleum or petroleum products,
not petrochemical products.
More General Secondary Sanctions
Executive Order 13608, issued by President Obama on May 1, 2012, makes violating U.S. economic
sanctions against Iran or Syria a basis for imposing sanctions against the responsible party. Whereas
traditionally a violation of U.S. economic sanctions could result in a criminal or civil monetary penalty, now such violations can subject the responsible party to a range of sanctions, short of an asset
freeze. The order also authorizes sanctions against a non-U.S. person who has “facilitated deceptive transactions for or on behalf of any person subject to United States sanctions concerning Iran
or Syria.” OFAC publicly announced that it “may use this authority where it appears that a foreign
person violated U.S. sanctions on Iran or Syria but may not meet criteria for designation under existing Executive Orders,” which on its face seems to describe every non-U.S. company that has settled
Iran- or Syria-related charges with U.S. authorities in recent years.
Iran Threat Reduction and Syria Human Rights Act of 2012
This act, which was enacted August 10, 2012, amends ISA to add new criteria for the imposition of
secondary sanctions on persons doing business in Iran’s energy and weapons sectors. It authorizes
additional sanctions against persons who conduct certain business with NIOC and NITC, similar
to Executive Order 13622, but with a focus on underwriting and insurance services; and authorizes
sanctions for the purchase, subscription to, or facilitation of the issuance of Iranian sovereign debt or
the debt of any entity owned or controlled by the government of Iran. There are Iran-related disclosure requirements for securities issuers, including those that are not based in the United States, and
secondary sanctions even on agencies of third-country governments that knowingly provide financial
support or services to designated IRGC affiliates. Notably, Section 311 of the Act makes it harder for
non-U.S. companies to compete for federal contracts if they do business with Iran.
The act also imposes liability on U.S. companies for the Iran-related business of entities they own or
“control.” Control is not defined, and U.S. authorities seem likely to keep the concept vague. U.S.
financial institutions have already been subjected to a vicarious liability provision in Section 104(d)
of CISADA for IRGC-related transactions of non-U.S. entities they own or control. These vicariousliability provisions may be best understood as secondary sanctions, as they intend to discourage business between Iran and a third country — even if lawful in the latter.
Lessons
The U.S. government’s stated purpose for these sanctions has been to increase pressure on Iran to
alter or abandon its nuclear program. While the secondary sanctions appear to have some recent success in adversely affecting Iran’s economy, as shown by the dramatic decline in Iran’s oil exports and
the value of its currency in 2012, it is too soon to say whether they ultimately will have an effect on
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Iran’s nuclear program. There remains strong legislative interest in secondary sanctions in the United
States, and the U.S. seems to be rolling out new authorities at a much brisker pace than it is actually
employing them. Exceptions to the NDAA sanctions have been granted to every major country, only
two banks have been subject to sanctions under CISADA, there has been relatively restrained use of
ISA, and no use (as of this writing) of the NDAA, the executive orders or the new Iran Threat Reduction and Syria Human Rights Act.
While U.S. authorities have been relatively restrained in their use of secondary sanctions, they are not
always predictable when it comes to U.S. sanctions policy, particularly as to Iran, and many non-U.S.
companies want to avoid engaging in conduct that meets the criteria for economic sanctions. But this
is complicated by confusion about what U.S. secondary sanctions actually target. There are now so
many different legal authorities, which overlap and occasionally contradict themselves.
Because these lines at times seem almost purposefully confusing, many non-U.S. financial institutions
are carefully scrutinizing business because of the mere possibility, however remote, that an attenuated
Iranian interest in a transaction would expose the bank to sanctions, possibly to a significant fine, and to
adverse publicity. The strongest impact of these sanctions may be their mere existence rather than their
exercise, as highly-regulated and risk-averse financial institutions steer well clear of the line.

