Recent SEC Enforcement Requests
Related to SolarWinds Cyberattack

06/19/21

If you have any gquestions regarding
the matters discussed in this
memorandum, please contact the
attorneys listed below or call your
regular Skadden contact.

This memorandum is provided by
Skadden, Arps, Slate, Meagher & Flom
LLP and its affiliates for educational and
informational purposes only and is not
intended and should not be construed
as legal advice. This memorandum is
considered advertising under applicable
state laws.

One Manhattan West
New York, NY 10001
212.735.3000

Recently, many of our clients have received similar requests from the staff of the SEC’s
Division of Enforcement related to the December 2020 SolarWinds cyberattack. We
confirmed with the SEC staff that the request is legitimate and are happy to discuss your
response at your convenience.

In broad strokes, the SEC is offering amnesty to companies who voluntarily disclose

(1) how the company was impacted by the SolarWinds cyberattack, and (ii) any reme-
dial actions the company implemented in response, to the extent that those voluntary
disclosures show that the company failed to make prior required disclosures or maintain
adequate internal controls. Companies must also preserve documents related to the
SolarWinds cyberattack, and any other cyberattack since October 2019. Companies that
learned of the SolarWinds cyberattack before September 2020 are ineligible for amnesty.

Companies must inform the SEC whether they intend to provide the requested informa-
tion by June 24, 2021, and provide the information by July 1, 2021, although extensions
may be requested for “extenuating circumstances.”

Amnesty will not extend to other securities violations related to the SolarWinds cyberat-
tack (e.g., Reg FD violations or insider trading). If a company chooses not to participate
and the SEC otherwise learns that the company did not appropriately disclose or prevent/
remediate the SolarWinds cyberattack, the SEC intends to pursue enforcement actions
with heightened penalties.

Although the SEC did not disclose how it selected recipients of the voluntary request,
SolarWinds previously disclosed DOJ, SEC and state AG investigations related to the
cyberattacks (in addition to civil litigations), so the SEC may have SolarWinds data and
documents, including customer lists.

We are happy to schedule a time to discuss at your convenience.

Thank you.
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