
Summary of Skadden’s 
Cybersecurity and Data Privacy 
Capabilities for Private Equity Firms 
and Their Portfolio Companies 



The volume and frequency of transactions conducted by private equity 
firms often make them appealing targets of cyber threat actors at a time 
when the cybersecurity risk and regulatory landscapes are evolving globally. 
Additionally, the proliferation of cyber reporting obligations and the threat of 
a ransomware or other cyberattack disrupting a portfolio company growth 
plan places heightened emphasis on cyber and data privacy diligence as 
a growing factor in M&A dealmaking. Beyond their own preparedness 
strategies, PE sponsors face the challenge of mitigating the potential risks 
confronting their portfolio companies. Cyber resilience has quickly become 
a component PE firms must assess when considering investing in startups 
and mid-market companies. 

Members of our Cybersecurity and Data Privacy Practice are known as go-to counsel to leading 
global PE sponsors and their portfolio companies, stepping in to serve as cyber counsel and incident 
commanders when ransomware or other disruptive cyberattacks occur. With more than 70 lawyers 
worldwide, our multidisciplinary and integrated practice serves as a global one-stop shop for PE 
sponsors’ and their portfolio companies’ cybersecurity, incident response, data protection, privacy 
and related AI challenges.

Our team has counseled companies on major cyber incidents and incident preparedness across 
virtually every industry, including financial, health care, real estate, energy, chemical, defense and 
aerospace, telecommunications and hospitality. Skadden’s Cybersecurity and Data Privacy Practice 
is strongly positioned to represent PE firms and their portfolio companies in addressing the distinct 
cyber risks and challenges at the forefront of this specialized industry. Additionally, team leadership 
routinely meets with PE CISOs, CIOs and CTOs and in-house counsel to discuss cyber trends 
and developments in the industry and identify risk management strategies involving cybersecurity, 
privacy and AI.

We work seamlessly with our Private Equity Group, which has a long history of representing 
sponsors, portfolio companies, target companies, financing sources and management teams 
in a variety of private equity transactions. With one of the largest, most experienced teams of 
transactional lawyers, we are uniquely positioned to handle any situation that may arise across 
the full spectrum of transactions. We ensure that financial sponsors benefit from the latest legal 
technology and our sophisticated understanding of market trends and regulatory developments.
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PE Firms and Portfolio Company Capabilities
We create tailored teams to support PE clients and their portfolio companies on some of their biggest legal risk 
management challenges related to cybersecurity and data privacy. We also develop scalable tools to build the 
capacity of portfolio companies to manage cyber, privacy and AI risks internally. Our work includes:
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Skadden Key 
Global Contacts

David A. Simon
Global Co-Head

1.202.371.7120 
david.simon@skadden.com

Steve Kwok
Hong Kong

852.3740.4788 
steve.kwok@skadden.com

Susanne Werry
Frankfurt

49.69.74220.133 
susanne.werry@skadden.com

Nicola Kerr-Shaw
London

44.20.7519.7101 
nicola.kerr-shaw@skadden.com

William Ridgway
Global Co-Head

1.312.407.0449 
william.ridgway@skadden.com

Joshua Silverstein 
Washington, D.C. 

1.202.371.7148 
joshua.silverstein@skadden.com
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