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Cross-Border Investigations Update

Since the publication of our
inaugural issue in October 2014, the
following significant cross-border
prosecutions and settlements have

been announced.

12.22.14
Bank Leumi Group

Bank Leumi Group agreed to enter

into a deferred prosecution agreement
(DPA) with the U.S. Department of
Justice (DOJ) to defer prosecution on a
criminal information count charging the
bank with conspiracy to aid and assist in
the preparation of false tax returns and
other documents to the Internal Revenue
Service. This is the first time an Israeli
bank has admitted to such criminal
conduct. As part of the agreement, Bank
Leumi Group agreed to pay $270 million
in penalties and restitution. The Bank
Leumi DPA comes six months after
Credit Suisse AG’s guilty plea and nearly
six years after UBS’s DPA to settle simi-
lar charges and allegations, respectively.
During the announcement of the Bank
Leumi DPA, DOJ Tax Division Acting
Deputy Assistant Attorney General Larry
Wszalek stated, “Those institutions that
have engaged, or continue to engage, in
conduct similar to that of Bank Leumi
Group are well advised that the Tax
Division will continue to extend its global
reach in enforcing this nation’s criminal
tax laws.”

03.11.15
Commerzbank AG

Commerzbank AG entered into a DPA
with the DOJ and settlements with the
U.S. Office of Foreign Assets Control,
the Board of Governors of the Federal
Reserve System, the New York Depart-
ment of Financial Services (DFS) and
the New York County District Attorney’s
Office, agreeing to pay nearly $1.45
billion in penalties for violations of U.S.
sanctions and anti-money laundering
laws. The DFS settlement also required
the termination of several bank employ-
ees involved in the misconduct. The
settlement came eight months after BNP
Paribas SA became the first foreign finan-
cial institution to plead guilty to viola-
tions of U.S. sanctions laws and is a part
of a growing line of sanctions settlements
by European banks.

03.25.15
Schlumberger Oilfield
Holdings Ltd.

Schlumberger Oilfield Holdings Ltd.,

a wholly owned subsidiary of Schlum-
berger Ltd., a non-U.S. corporation head-
quartered in Texas, agreed to plead guilty
and pay approximately $233 million in
penalties for U.S. sanctions violations,
including a $155.1 million criminal

fine — the largest ever imposed for
violations of the International Emergency
Economic Powers Act. This landmark
DOJ sanctions case was brought against
anon-U.S. corporation, based on actions
of the corporation’s U.S.-based business,
through its U.S.-based employees, that
facilitated trade via non-U.S. entities with
sanctioned countries, including Iran and
Sudan. Schlumberger Ltd., the parent
entity, agreed to hire an independent
consultant to review its sanctions policies
and its audits of sanctions compliance.

03.30.15
Banca della Svizzera Italiana

Banca della Svizzera Italiana (BSI) became
the first bank to enter into a non-prosecu-
tion agreement as part of its participation
in the DOJ’s voluntary disclosure program
for Swiss banks. Pursuant to the settlement,
BSI agreed to pay $211 million in penalties.
We expect that the DOJ will reach similar
settlements with many other banks partici-
pating in the Swiss program in 2015.
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04.17.15
24-Count DOJ Indictment

The DOJ unsealed a 24-count indict-
ment against four companies and five
individuals located in the U.S., Taiwan,
Turkey and Iran for allegedly violating
U.S. sanctions laws. In conjunction with
the unsealing of these charges, the U.S.
Department of Commerce also added
seven foreign nationals and companies to
its Bureau of Industry and Security Entity
List, which imposes a license require-
ment before any commodities can be
exported from the United States to these
designated persons or companies and
establishes a presumption that no such
license will be granted. These charges
are a continuation of the DOJ’s get-tough
approach against individuals who are
believed to have violated U.S. sanctions
laws.

04.21.15
London ‘Flash Crash’ Trader

At the request of the DOJ, British author-
ities arrested futures trader Navider Singh
Sarao in the UK. on U.S. wire fraud,
commodities fraud and manipulation
charges in connection with his alleged
role in the May 2010 “Flash Crash,” when
the Dow Jones industrial average plunged
600 points in five minutes.

04.23.15
Deutsche Bank AG

Deutsche Bank AG entered into a DPA
with the DOJ and settlements with

the U.S. Commodity Futures Trading
Commission, DFS and the UK. Financial
Conduct Authority (FCA) in connection
with its role in manipulating U.S. dollar
Libor and engaging in price-fixing
conspiracy to rig yen Libor. DB Group
Services UK Limited, a wholly owned
subsidiary of Deutsche Bank AG, also
pleaded guilty to wire fraud for its role
in manipulating the London Interbank
Offered Rate (Libor). Together, Deutsche
Bank and its subsidiary agreed to pay
$2.175 billion in penalties to U.S.
authorities and $344 million to the FCA
— the second largest fine in the FCA’s
history — for a total of $2.519 billion

in penalties. In addition, DFS ordered
that the bank fire seven employees who
played a role in the conduct. The DPA is
part of a growing line of significant Libor
settlements by European banks.
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FCPA
Enforcement
Trends and
Developments

Varying in size, scope and
location of targeted conduct,
these cases illustrate the
trends in FCPA enforcement,
including: (1) the importance
of cooperation with the DOJ
and the SEC, (2) increasing
coordination between U.S.
regulators and anti-corruption
authorities in other countries,
and (3) the continued use

by the SEC of administrative
proceedings to resolve

FCPA cases.

The U.S. Securities and Exchange Commission (SEC) and the U.S. Department of Justice
(DOJ) (collectively, the U.S. government) continue their active enforcement of the U.S.
Foreign Corrupt Practices Act (FCPA). The U.S. government entered into seven major corpo-
rate settlements in the second half of 2014, for a total of 10 corporate FCPA enforcement
actions during that year. The U.S. government assessed more than $1.5 billion in disgorge-
ment and penalties in these settlements, which included two cases that ranked in the top 10 of
all time largest FCPA settlements.

Varying in size, scope and location of targeted conduct, these cases illustrate the trends in
FCPA enforcement, including: (1) the importance of cooperation with the DOJ and the SEC,
(2) increasing coordination between U.S. regulators and anti-corruption authorities in other
countries, and (3) the continued use by the SEC of administrative proceedings to resolve
FCPA cases. These trends continue to shape FCPA actions in the first quarter of 2015. And the
importance of cooperation with U.S. government investigations is featured prominently in the
first three FCPA settlements this year.

Corporate Cooperation With the DOJ and the SEC

Cooperation with U.S. government investigations remains a central factor in the penalty
calculation and structure of FCPA resolutions. Accordingly, the majority of companies under
investigation choose to cooperate with authorities — for example, eight of the 10 corporate
settlements in 2014 and the three settlements announced to date in 2015 involved reportedly
prompt cooperation by the target entities.

The U.S. government has long said that companies receive “credit” for cooperation in the
form of lower fines and other financial penalties. However, companies and practitioners
historically have had a hard time quantifying the value of cooperation. The U.S. government
appears to have heard the concerns of the industry and the defense bar and is providing more
information regarding how it rewards cooperation in particular cases. The cases from 2014
and early 2015 illustrate that companies that cooperate appear to receive criminal fines that
are approximately 20-30 percent below the bottom of the U.S. sentencing guidelines ranges.
For example, Hewlett-Packard’s Polish subsidiary agreed to pay a $15,450,224 criminal
penalty, a 20 percent reduction from the bottom of its sentencing range: $19,312,780. Mean-
while, Hewlett-Packard’s Russian subsidiary received more than 30 percent off the bottom
of its sentencing range, paying a $58,772,250 criminal penalty, instead of the bottom range
penalty of $87,000,000.
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The three FCPA cases filed in 2015 reflect the benefits that
companies may receive from cooperating with the U.S. govern-
ment. In January, the SEC entered into a deferred prosecution
agreement (DPA) with The PBSJ Corporation, emphasizing

the steps promptly taken by the company to end the alleged
misconduct and cooperate with the SEC’s investigation. This was
the third instance of the SEC using a DPA or a non-prosecution
agreement (NPA) to resolve an FCPA matter. In February, the
SEC entered into a settlement with Goodyear Tire & Rubber
Company that did not include anti-bribery charges or a civil
money penalty, noting that the settlement reflected the company’s
significant cooperation with the SEC, self-reporting and timely
remedial measures. And in early April, the SEC entered into a
settlement with FLIR Systems, Inc. imposing an administrative
cease-and-desist order and a disgorgement penalty that repre-
sented only a small fraction of the company’s alleged ill-gotten
gains from improper payments. Notably, the DOJ declined to
pursue charges against any of the three companies that settled
with the SEC.

Conversely, the DOJ has made efforts to illustrate that failure to
cooperate fully with an U.S. government investigation, including
failure to voluntarily disclose misconduct, may result in little, if
any, penalty discount under the sentencing guidelines. The DOJ’s
case against Alstom S.A., the French power and transportation
company, involved the largest FCPA criminal fine to date. In that
case, Alstom’s $772.29 million criminal fine was in the middle of
the sentencing guidelines range. In agreeing to that amount, the
DOJ considered a number of factors, including “Alstom’s failure
to voluntarily disclose the misconduct” and “Alstom’s refusal to
fully cooperate with the department’s investigation for several
years.” The same was true for Marubeni Corporation, which
allegedly failed to cooperate and paid an $88 million criminal
fine, within the sentencing guidelines range.

Monitor Hybrid
Arrangement

Companies seeking cooperation credit must consider the U.S.
government’s strong desire to prosecute individuals responsible
for corporate misconduct and must recognize that corporate
cooperation will be assessed in part by reference to whether that
cooperation has facilitated individual prosecutions. The principal
deputy assistant attorney general for the DOJ’s Criminal Divi-
sion, Marshall Miller, has cautioned, “Voluntary disclosure of
corporate misconduct does not constitute true cooperation, if the
company avoids identifying the individuals who are criminally
responsible. Even the identification of culpable individuals is not
true cooperation, if the company fails to locate and provide facts
and evidence at their disposal that implicate those individuals.”

Global Law Enforcement Cooperation

The desire to prosecute companies and individuals that commit
bribery continues to lead to growing cooperation and coordina-
tion among anti-corruption authorities throughout the world.

As Assistant Attorney General Leslie Caldwell observed,

“[W]e increasingly find ourselves shoulder-to-shoulder with
law enforcement and regulatory authorities in other countries.
Every day, more countries join in the battle against transnational
bribery. And this includes not just our long-time partners, but
countries in all corners of the globe.””

The Alstom investigation, which brought together authorities in
Europe, the Middle East and Asia, serves as a prime example of
this cross-border approach to FCPA enforcement. On Decem-
ber 22, 2014, Alstom agreed to pay a $772.29 million criminal
fine — the largest FCPA criminal fine to date — in order to
resolve charges of corruption spanning the globe, including

in the Bahamas, Egypt, Indonesia, Saudi Arabia and Taiwan.
Alstom pleaded guilty to a two-count criminal investigation
alleging violations of the FCPA’s books-and-records and internal

The DOJ and the SEC typically make compliance reporting requirements part of the resolution of any
FCPA investigation — either mandating that a monitor be installed to review and report on compliance
efforts or requiring companies to self-report. Recent resolutions increasingly have involved hybrid arrange-
ments, such as a period of independent monitorship followed by a period of self-auditing and -reporting.
The first hybrid monitorship was in the 2013 DPA between Weatherford International Ltd. and the SEC,
where the company agreed to retain an independent corporate compliance monitor for 18 months and
then self-report to the SEC for an additional 18 months. Similarly, in Avon Products Inc!s deferred prosecu-
tion agreement with the United States in 2014, the company agreed to retain an independent compliance
monitor for 18 months, and to self-report for 18 months thereafter. Monitors provide independent super
vision but are extremely costly for companies in most cases and have been the target of criticism from
corporate entities and practitioners. This hybrid arrangement may reflect the U.S. government’s effort to

address those criticisms and strike the appropriate balance in cases where lengthier monitorships are

deemed unnecessary.
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controls provisions. Three Alstom subsidiaries, two of which
were incorporated in the United States, were also implicated in
the multinational bribery scheme. Alstom Network Schweiz AG,
a Swiss subsidiary, pleaded guilty to one count of conspiring to
violate the FCPA’s anti-bribery provisions, while the two U.S.
subsidiaries — Alstom Grid, Inc. and Alstom Power, Inc. — both
entered into three-year deferred prosecution agreements with the
DO for conspiring to violate the FCPA’s anti-bribery provisions.
In its press release announcing the settlement, the DOJ thanked
authorities in Indonesia, Switzerland, the United Kingdom,
Germany, Italy, Singapore, Saudi Arabia, Cyprus and Taiwan for
their assistance with the investigation. The U.K. Serious Fraud
Office and Indonesian authorities also have filed charges related
to the alleged misconduct by Alstom and its employees.

The growing cooperation with overseas anti-corruption authori-
ties increasingly includes actions against individuals. In a recent
press report discussing an indictment of a Pennsylvania man
regarding allegations of bribery of a senior official with the
European Bank for Reconstruction and Development, the FBI
noted that the case presents “a great example of the FBI’s ability
to successfully coordinate with our international law enforce-

ment partners to tackle corruption.”
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Emerging
Trends
in China

In particular, whistleblower
complaints regarding FCPA-
related issues have steadily
increased over the past three
years: 2012 (115 complaints),
2013 (149 complaints) and 2014
(159 complaints).
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Whistleblower Complaints Continue to Rise

The substantial whistleblower bounties awarded by the U.S. Securities and Exchange
Commission (SEC) — such as last year’s landmark whistleblower reward exceeding $30
million granted to a foreign national — are not going unnoticed in China. The lure of substan-
tial awards by the SEC, coupled with an increasingly stringent local regulatory environment,
have contributed to a rise in whistleblower activity in China and elsewhere, with whistleblow-
ers reporting to both local regulators and those abroad.’

The whistleblower program enacted under the Dodd-Frank Wall Street Reform and Consumer
Protection Act sought, in part, to provide monetary incentives to individuals with relevant
information regarding securities violations. Whether measured in terms of the number of
complaints filed or the number of rewards granted, this incentive structure appears to be
working. Data from the SEC related to whistleblower complaints under the Dodd-Frank Act
indicate an increasing number of whistleblower complaints received each year.® In particular,
whistleblower complaints regarding FCPA-related issues have steadily increased over the past
three years: 2012 (115 complaints), 2013 (149 complaints) and 2014 (159 complaints).” In the
same vein, the number of rewards given have steadily increased each year: 2012 (one award),
2013 (four awards) and 2014 (nine awards). Notably, four of these awards have been granted
to foreign-based complainants.®

Whistleblower tips from India and China in particular have consistently been amongst the
most numerous received from any foreign country.” Media reports indicate that by April 2014,
the SEC had received double the whistleblower complaints from China than it had the prior
year and five times the number received in 2011.1°

Similarly, complaints from whistleblowers have also sparked local government inquiries into
fraud or corruption by multinational firms in China. Several media sources have reported the
prominent role whistleblowers have played in local Chinese anti-corruption investigations.
One source reported that in 2014, 80 percent of corruption investigations in China were
initiated by whistleblowers.!!

In line with the increased role of whistleblowers in China, in October 2014 the Supreme
People’s Procuratorate, China’s top prosecuting body, announced an amendment to the rules
dealing with whistleblowing by the People’s Prosecutor, setting out rights and protections to
be afforded whistleblowers who file complaints through official channels.!? Statutory whis-
tleblower protection in connection with criminal investigations has been available in China
for nearly 20 years, but the new amendment includes specific provisions on the rights to be
afforded whistleblowers."
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This episode reflects the
SEC’s continuing attention
to foreign companies that
issue securities in U.S.
markets, and suggests that
such companies and their
auditors must continue

to be vigilant and have
contingency plans in place
for potential enforcement
actions, of various types, by
the U.S. authorities.

The willingness of company employees in various jurisdictions to raise issues directly with
government regulators demonstrates the increased need for rigorous internal compliance
programs to prevent misconduct and ensure that employees have an avenue for reporting
potential concerns. At the same time, the new protections and incentives afforded whistle-
blowers in the U.S., China and elsewhere suggest that the recent increase in whistleblower
complaints may well continue, and that companies must be increasingly cautious in handling
such matters.

SEC Wins Push to Investigate China-Based Companies

In February 2015, the U.S. Securities and Exchange Commission (SEC) reached a historic
settlement with the affiliates in the People’s Republic of China of the U.S. Big Four account-
ing firms, which resulted in censures and sanctions against the four firms. This settlement
represents yet another effort by the SEC to investigate China-based companies listed in the
U.S., this time through legal action against the firms charged with producing audited financial
statements.'*

The lengthy dispute between the China Big Four affiliates — Deloitte Touche Tohmatsu
Certified Public Accountants Limited (DTTC), Ernst & Young Hua Ming LLP (EYHM),
KPMG Huazhen (Special General Partnership) (KPMG Huazhen) and PricewaterhouseCoo-
pers Zhong Tian CPAs Limited Company (PwC Shanghai) — and the SEC began in early
2012, when the SEC served the four firms, along with a fifth firm, BDO China Dahua CPA
Company, Ltd. (Dahua), with requests under Section 106 of the Sarbanes-Oxley Act of 2002,
as amended by Section 929J of the Dodd-Frank Wall Street Reform and Consumer Protection
Act. The SEC sought documents as part of its investigation of nine U.S.-listed, China-based
companies, each of which was a client of one of the five respondent firms. The five accounting
firms refused to produce any of the requested documents, arguing, among other things, that
the laws of the People’s Republic of China prohibited them from doing so.!

As a result, the SEC instituted public administrative proceedings against all five firms in
December 2012. In January 2014, following a 12-day hearing, an administrative law judge
issued a decision finding that the China Big Four affiliates willfully violated Section 106 of
the Sarbanes-Oxley Act. The judge censured all five firms, and banned the affiliates from
appearing or practicing before the commission for six months, pending appeal to the SEC.

On February 6, 2015, the China Big Four Affiliates reached a settlement with the SEC, with
proceedings reportedly continuing against Dahua.'® The settlement required each firm to pay
$500,000 and admit that they did not produce the requested documents before proceedings
were instituted in 2012, but notably, did not suspend the firms from auditing U.S. compa-
nies. The settlement also provided the SEC with authority to impose a variety of additional
remedial measures — including an automatic six-month bar on a firm’s performance of
certain audit work, commencement of a new proceeding against a firm or the resumption of
the current proceeding against all four firms — if future document productions failed to meet
specified criteria.

This episode reflects the SEC’s continuing attention to foreign companies that issue securities
in U.S. markets, and suggests that such companies and their auditors must continue to be
vigilant and have contingency plans in place for potential enforcement actions, of various
types, by the U.S. authorities.
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Congress

Holds Power to
Reach Foreign
Documents and
Information
Abroad

Out of the blue, your company gets a request from a congressional oversight committee seek-
ing documents and information residing overseas with your company’s foreign parent. Your
company has never been the subject of a congressional investigation. In some ways, you know
the drill from what you have seen in the media. You know the reputational damage caused by
any congressional investigation and the potential damages that can arise when a member of
the U.S. Congress grills a CEO in a room full of reporters and constituents. What you don’t
know is how to fix the problem. What legal obligations does the company have to comply
with the request; what steps should be taken to coordinate PR efforts; and most importantly,
can Congress reach your foreign parent?

Foreign multinational corporations continue to grow and to expand their presence in the
United States. The Bureau of Economic Analysis reported in April 2013 that the number of
U.S.-based employees of majority-owned U.S. affiliates of foreign multinational corporations
“rose 3.3 percent to 5.6 million workers in 2011, a rate of increase higher than the 1.8 percent
increase in total U.S. private-industry employment in 2011.”"” With this expansion comes

an increased likelihood of U.S. government regulation and oversight, including scrutiny by
Congress.

While the rules governing congressional investigations are undeveloped and imprecise, if

a congressional committee targets a foreign corporation for investigation and believes that
relevant evidence is located abroad, it may seek to obtain such information through a variety
of means.

Subpoenas

A congressional committee seeking documents or other information from a foreign corpo-
ration likely will begin by sending a letter request to the corporation. The corporation may
decide responding to the request is not in its interest — for example, the collection and
production of documents abroad may violate foreign law and/or implicate privacy and data
protection directives.

Should the corporation decline to comply with a letter request, the committee may issue

a formal subpoena. The ability to narrow or quash a subpoena is quite limited. The U.S.
Supreme Court has long held that Congress has broad authority to investigate any matter
within the “legitimate legislative sphere,” and that such authority includes the power to issue
subpoenas.'® Congress can use a number of tools to force compliance with such subpoenas,
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including civil enforcement, criminal contempt and inher-

ent contempt (i.e., trial before the House of Representatives

or Senate and imprisonment in the Capitol jail)." Far more
commonly, however, Congress will turn to the federal courts to
enforce a subpoena.?’

There is no controlling case law regarding whether courts will
enforce a congressional subpoena served on the U.S. affiliate

of a foreign multinational corporation or a foreign corporation,
where compliance with the subpoena would violate foreign law.
Indeed, Congress has attempted to issue and serve subpoenas

on foreign corporations without any U.S. physical presence on
very few occasions. Commentators assume that courts will treat
a congressional subpoena just as they treat subpoenas (such as
grand jury subpoenas) in determining whether to give it extrater-
ritorial effect.?!

While the rules governing congressional investigations
are undeveloped and imprecise, if a congressional
committee targets a foreign corporation for investigation
and believes that relevant evidence is located abroad,

it may seek to obtain such information through a variety
of means.

Most courts asked to enforce a subpoena where compliance
would violate foreign law have looked to the comity analysis
derived from the Restatement (Third) of the Foreign Relations
Law of the United States.?? The restatement provides in relevant
part that, before issuing an order for production of documents
located abroad, a court should consider “[1] the importance to
the investigation or litigation of the documents or other infor-
mation requested; [2] the degree of specificity of the request; [3]
whether the information originated in the United States; [4] the
availability of alternative means of securing the information; and
[5] the extent to which noncompliance with the request would
undermine important interests of the United States, or compli-
ance with the request would undermine important interests of
the state where the information is located.”? Noting the restate-
ment’s focus on a party’s “good faith effort” to comply with a
subpoena, some courts have also “examine[d] the hardship of
the party facing conflicting legal obligations and whether that
party has demonstrated good faith in addressing its discovery
obligations.”**

The District of Columbia Circuit — the likely forum for any
contempt case arising out of a congressional subpoena® — has
addressed this issue on one occasion, declining to enforce a

subpoena in violation of foreign law, noting it “causes [the court]
considerable discomfort to think that a court of law should order
a violation of law, particularly on the territory of the sovereign
whose law is in question.”?® Although the court did not adopt

the restatement’s balancing test, it took into account the fact that
the entity subjected to the subpoena “had acted in good faith
throughout the[] proceedings.”?” Accordingly, regardless of the
test it applies, a court likely will assess whether the subpoena
recipient acted in good faith; whether the United States is
involved as a party to the litigation or investigation; the like-
lihood and severity of foreign sanctions; and the status of the
subpoena recipient as the subject or target of the investigation.

MLATs

Congressional investigators also may seek to obtain foreign
documents pursuant to a mutual legal assistance treaty (MLAT)
between the United States and a foreign country. However,
MLATSs generally may be of limited utility to a congressional
investigation. Because MLATSs are international treaties gener-
ally dealing with criminal matters, a non-U.S. country may take
the position that the congressional committee is not a criminal
investigative authority and therefore a request pursuant to an
MLAT is improper.?

Moreover, some MLATS provide a right to appeal to affected
individuals. For example, in the Iran-Contra investigation, Albert
Hakim — a businessman alleged to have created numerous
Swiss bank accounts and dummy corporations in the Iran-contra
arms-for-hostages deal — appealed, causing significant delays in
the production of materials pursuant to the MLAT process. Even
without an appeal, it can take six months or more, if not longer,
for relevant authorities to answer letters of request transmitted
via an MLAT.*

Waiver and Compelled Surrender of Documents

Although unusual, a congressional committee could seek an
order from a district court compelling an individual to sign a
consent or waiver requiring a third party to disclose records over
which that individual has authority. The U.S. Supreme Court has
upheld the constitutionality of this investigative method in Doe v.
United States. In Doe, the target of a federal grand jury inves-
tigation produced foreign bank account records, but invoked

his Fifth Amendment privilege as to the existence or location

of additional bank records. The U.S. government filed a motion
in the federal district court for an order directing the target

to sign a consent directive authorizing the banks to disclose
records related to accounts that the target controlled. The district
court initially denied the motion but ordered the execution of
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the consent decree after a reversal and remand by the court of
appeals. The U.S. Supreme Court affirmed.*

Before the U.S. Supreme Court’s decision in Doe, Congress had
tried — and failed — to use this investigative tool. The Senate
Iran committee sought to obtain documents from Major General
Richard V. Secord, who “headed up the Contra resupply oper-
ation and the logistical arrangements for the arms sales to Iran
through a network of offshore companies,” by issuing a subpoena
demanding that Secord sign a consent form or waiver of secrecy.
3! The committee sought to enforce the subpoena in district court
but the court refused to require a consent form.*? The Senate
Iran committee appealed but ultimately obtained the documents
through other means and the appeal was dismissed as moot.
After Doe, however, the subpoena requiring a consent waiver
may be an available investigative tool.

Informal Cooperation

Congress also has sought informal cooperation with other inves-
tigators or third-party sources. For example, in connection with
the Senate’s investigation of the Bank of Credit and Commerce
International (BCCI), the investigating subcommittee stated
that it received a “heavily censured form” of a report drafted

by BCCTI’s auditors through the Federal Reserve, as required by
the Bank of England. The subcommittee subsequently also was
able to obtain an uncensored version of the report from a former
BCCI official.*

Similarly, in connection with the Senate Committee on Banking,
Housing and Urban Affairs’ investigation of the “Nazi gold”

affair, former Sen. Alfonse D’Amato’s legislative director, Gregg
Rickman, wrote a book indicating that the committee shared and
received information with other investigators and parties, such as
the plaintiffs in the class action lawsuits against the Swiss banks.

Moreover, the book noted that New York State Banking Super-
intendent Neil Levin was given unprecedented access to Swiss
accounts by the Swiss Banking Commission as a result of former
New York Gov. George Pataki’s threat to revoke the licenses of
Swiss banks.**

State Department

The State Department also can assist a congressional committee
in its efforts to obtain foreign documents. The department’s
Bureau of Legislative Affairs is tasked with handling congressio-
nal overseas inquiries and facilitates communication between the
State Department and members of Congress and their staff. The
Bureau of Legislative Affairs includes an office of congressional
support staff which, among other things, responds to communi-
cations from members of Congress.

Informal Witness Interviews and Staff Depositions

Investigative committees commonly use informal witness
interviews as a means of obtaining information, even if such
witnesses are located abroad. Though less frequent, an investi-
gative committee can also resort to formal staff depositions to
gather testimony and identify potential documents to advance
their investigation.

Foreign multinationals may well expect criminal and regulatory
investigations, but they should be mindful of Congress’ inves-
tigative authority as well. Congressional committees have an
arsenal of investigative tools at their disposal, and past investiga-
tions illustrate that they will use these tools if they conclude that
there are foreign documents abroad which are germane to their
investigation. Where there is a will, there (likely) is a way.
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Recent Bribery
Trial Highlights
New Corporate
Sentencing
Approach in UK

The UK. guidelines
provide greater certainty
in sentencing and focus

on factors including the
harm caused by the offense
and the extent of the
defendant’s culpability,
applying a structured
approach akin to that of
the U.S. federal sentencing
guidelines.

In December 2014, Smith & Ouzman Limited, an English printing company, was convicted
after a jury trial of bribing government officials in Kenya and Mauritania, in connection with
the awarding of print contracts in those countries. This landmark Serious Fraud Office (SFO)
corporate prosecution marks the first time a company has been convicted after a jury trial of
offenses involving the bribery of foreign public officials; prior SFO investigations of corpora-
tions were resolved by civil settlements or guilty pleas.

The company will be sentenced in October 2015 under the new U.K. Sentencing Guidelines
for Fraud, Bribery and Money Laundering Offenses. The guidelines provide greater certainty
in sentencing and focus on factors including the harm caused by the offense and the extent
of the defendant’s culpability, applying a structured approach akin to that of the U.S. federal
sentencing guidelines. The new sentencing regime reflects the position of Lord Justice
Thomas, the U.K.’s most senior sentencing judge, that judges should have discretion to
increase the penalties for corruption cases, thereby reducing disparities between sentencing
regimes in the U.K. and U.S. As he noted during a 2010 enforcement proceeding that involved
the SFO, the U.S. Department of Justice, the U.S. Securities and Exchange Commission and
the U.S. Office of Foreign Assets Control (OFAC), “there is every reason for states to adopt a
uniform approach to financial penalties for corruption of foreign government officials so that
the penalties in each country do not discriminate either favourably or unfavourably against a
company in a particular state.”

The conviction at trial of Smith & Ouzman demonstrated the SFO’s willingness to pursue
complex corporate corruption cases to trial. The sentencing of the company in October 2015
will likely set the standard for corporate sentences for foreign public corruption in the UK.
and provide a key opportunity for judicial commentary on the new U.K. guidelines regime.
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EU Data Pro-
tection Laws:
A Continuing
Challenge for
Cross-Border
Investigations

EU legislators seem inclined
to strengthen, not ease, the
requirements for data trans-
fers to non-EU countries.

Cross-border investigations touching jurisdictions with different — or conflicting — data
protection laws pose unique challenges. The U.S. and European Union (EU) have distinct and
at times conflicting approaches to data protection, and the EU therefore maintains stringent
requirements for transfers of personal data to the U.S. Current developments in both case law
and data protection reforms suggest that these differences will deepen rather than be resolved.
Since March 2015, the EU Court of Justice (CoJ) has been hearing the case of Maximilian
Schrems, who turned to the court after Irish authorities denied his claim that Facebook was
not allowed to transfer his personal information from Ireland to the U.S. because there was
not an adequate level of protection for his personal data in the U.S.3

Schrems’ case comes as European governments continue to assess the impact of the reve-
lations by Edward Snowden regarding the U.S. National Security Agency’s (NSA) global
surveillance and eavesdropping programs — revelations on which Schrems relies to challenge
the protection afforded personal data in the United States. The disclosure about the NSA’s
activities caused public outrage throughout Europe and caused European citizens, compa-
nies and the ColJ to take a closer look at the EU’s data protection rules and regulations. For
example, in April 2014, the court found the EU rules on data retention violated the funda-
mental right to the protection of personal data (joined Cases C-293/12 and C-594/12). A few
weeks later, the court ruled against Google Spain and Google Inc., finding EU citizens had a
“right to be forgotten” (Case C-131/12), thereby signaling that it will act as a defender of EU
citizens’ data protection rights vis-a-vis domestic and foreign actors.

The outcry after Snowden’s disclosures and the recent CoJ rulings highlight the divergent
views concerning data protection between the U.S. and the EU. Of particular importance
are the EU’s rules concerning the transfer of personal data to non-EU countries. The current
regulations were formulated in 1995, and since 2012, the EU legislative bodies have been
negotiating a reform of these rules. These negotiations are ongoing, but EU legislators seem
inclined to strengthen, not ease, the requirements for data transfers to non-EU countries.

All Eyes on the EU Court of Justice

The current data protection legislation in each EU member state is based on the EU Directive
95/46/EC of October 1995. This 1995 Data Protection Directive allows data transfers to third
countries only if the third country in question ensures an adequate level of protection.’” The

U.S. approach to data privacy protection is viewed as inadequate, and so European companies
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have had to rely on one of two main options for data transfers
to the U.S.: standard contractual clauses and the so-called Safe
Harbor scheme.®

Standard contractual clauses have been drafted and published
by the European Commission, and they are meant to provide
adequate safeguards for the transfer of personal data. EU and
U.S. companies may include these clauses in their contracts. The
more popular instrument has been the Safe Harbor scheme. It

is a framework of data protection principles and corresponding
FAQs which U.S. companies can adhere to voluntarily.** The
rules of this scheme were developed by the U.S. Department of
Commerce in consultation with the European Commission. In
2000, the European Commission recognized that these princi-
ples and FAQs provided adequate protection for the purposes of
personal data transfers from the EU. Hence, EU companies can
freely transfer personal data to U.S. companies that have signed
up to the Safe Harbor scheme as if the data were transferred to a
country with an adequate level of protection.

Although this scheme appears logical and politically attuned to
cross-Atlantic relations, it has been heavily criticized from the
beginning. Early reviews by the European Commission in 2002
and 2004 raised major concerns. For example, a substantial
number of self-certified organizations did not seem to be observ-
ing the expected degree of transparency and the rules of the Safe
Harbor scheme lacked enforcement. Subsequently, the European
Commission focused on working together with U.S. authorities
to remedy these deficiencies.

In a 2013 communication to the European Parliament and the
European Council, however, the European Commission again
found deficiencies in transparency and enforcement of the
arrangement. As a result, the European Commission requested
that investigations be initiated against a certain percentage of
Safe Harbor scheme certified companies, and that such investiga-
tions go beyond mere compliance with formal requirements.*

Now Schrems has brought an attack against the Safe Harbor
scheme to the Col. Although Facebook is Safe Harbor scheme
certified, Schrems claims that this does not guarantee an
adequate level of protection for his personal data so that author-
ities in the EU must take additional steps. Since the Charter of
Fundamental Rights of the EU became legally binding, data
protection has become a fundamental right for EU citizens.*' In
light of the Snowden revelations, Schrems claims, the member
states of the EU are not fulfilling their obligation to protect his
fundamental rights by relying on the Safe Harbor scheme only.

The Irish authorities previously held that they were bound by the
commission’s prior assessment: Certified companies provide an
adequate level of protection, including with respect to data in
the U.S. The CoJ now will have to decide whether the authorities
actually are bound by that commission assessment or if they can
take a different stance. A decision by the ColJ is expected within
a few months.

The EU Commission Steps Up

As early as 2013, the European Commission questioned the
continuity of data protection rights of Europeans when their data
was transferred to the U.S. The commission explicitly raised

this question against the backdrop of the “large scale access

by intelligence agencies to data transferred to the U.S. by Safe
Harbor [scheme] certified companies.” In the accompanying
press release, the European Commission called on the U.S. to
“restore trust in EU-U.S. data flows.”*

In March 2014, after an inquiry into mass surveillance of EU
citizens, the European Parliament concluded that the European
Commission had “failed to act to remedy the well-known defi-
ciencies” of the Safe Harbor scheme.* The European Parliament
welcomed the efforts of some U.S. companies to implement
encryption of data flows between their global data centers, but
also stated that the Safe Harbor scheme did not provide adequate
protection for EU citizens. The European Parliament therefore
called on the commission to immediately suspend the Safe
Harbor scheme. The commission has since considered doing

so and its vice president, Andrus Ansip, joined the Parliament

in stating that “Safe Harbor is not secure.” Then in November
2014, the European Data Protection authorities released a joint
statement on European values in a digital environment. This
document stated that the Snowden revelations shocked the public
around the world; and raised the question of how the “lack

of confidence in (foreign or national) governments” shall be
addressed and how a framework can be developed that allows
technical innovation while “avoiding a surveillance society.*

Since fall 2013, the U.S. and the EU have been negotiating a
revised Safe Harbor scheme. These negotiations were scheduled
to be completed by summer 2014, but are still ongoing, and the
key issue for the EU has yet to see any progress: limiting access
of U.S. authorities to Safe Harbor data for reasons of national
security.®
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Outcome Open for Data Protection Regulation

Not to be outdone by the CoJ or the European Commission, the
co-legislators of the EU — the European Council and the Euro-
pean Parliament — have been working on the most significant
data protection reform of the last 20 years. Since 2012, they have
been discussing and amending the EU General Data Protection
Regulation, which is intended to replace the 1995 Data Protec-
tion Directive. During the last year, the Parliament voted in

favor of an updated and amended draft. This draft has since been
discussed by the EU member states in the council. As soon as the
member states reach a common position, the so-called “trilogue”
may start, where the European Parliament, Council and Commis-
sion aim for a compromise. The draft provides for a transition
period of two years, so that the new rules will not take effect
until 2017 or 2018 at the earliest.

The end result of those discussions is difficult to predict. Data
processors, controllers and companies doing business in the EU
may be greatly relieved that the new legal instrument will be a
regulation. EU regulations have immediate legal effect within all
EU members states, which is not the case with the Data Protec-
tion Directive currently in force. Directives must be implemented
by each individual member state through its national laws, which
has led to the implementation of data protection laws in each

of the 28 EU member states. In the future, there will be one
European regulation with which to comply, instead of 28 slightly
different national data protection laws in each and every member
state. As such, the data protection reform aims at creating a
“digital single market.”

European legislators agree on the idea of a “one-stop-shop”
approach to data protection: A company would answer to one
data protection authority only, rather than be supervised by each
authority in every EU member state where the company does
business. There are also discussions of extending the applicabil-
ity of the regulation to any business that processes personal data
of European citizens or at least to any businesses that offer goods
or services to data subjects in the EU. Any company violating

the proposed regulation would be subject to a fine of 2-5 percent
of its global gross revenue; however, a fine cannot exceed €1
million. To date, members of the European Parliament have
counted roughly 4,000 amendments to the initial draft regulation
that was provided by the European Commission in 2012.

Changes to Transatlantic Data Transfers May Be Slight

Some EU member states also push for stricter rules on trans-
Atlantic data transfers. Others, though, maintain that overly
prescriptive regulation might harm innovation and development
in the information technology sector.

While standard contractual clauses are highly likely to be part of
the new regulation, it is expected that the mechanisms that allow
the negotiation of Safe Harbor schemes will be refined. Today,
the commission can assume an adequate level of protection only
for certain countries under specific rules stipulated in a Safe
Harbor scheme agreement. In the future, the commission will
also be able to assume a Safe Harbor scheme for certain terri-
tories within a country, such as individual states within the U.S.
Also, Safe Harbors may be set up only for specific economic
sectors within a country.

It appears that the co-legislators of the EU agree at least on these
rough terms on the new Safe Harbor scheme mechanisms. This
consensus on certain general ideas, however, should not lead to
premature conclusions. The European Council operates on the
principle that nothing is agreed upon until everything is agreed
upon. So EU citizens and businesses will live with their current
data protection regimes for quite some time and there is no
telling when the new regulation will come and what its content
will be.

Whatever the outcome of the negotiations concerning the new
regulation, businesses on both sides of the Atlantic should not
expect the EU to ease up on data protection. The EU is deter-
mined to “remain the global gold standard in the protection of
personal data.”
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