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CFTC Modernizes Record-Keeping Rule

On May 30, 2017, the Commodity Futures Trading Commission (CFTC or Commis-
sion) published final rule changes that substantially revise Rule 1.31 (Revised Rule)!
to modernize record-keeping obligations for any person required by the Commodity
Exchange Act or CFTC rules to keep records (a records entity).? The Revised Rule
becomes effective on August 28, 2017.

Background of Rule 1.31. Rule 1.31 is the Commission’s long-time regulation addressing
the form and manner for retention and production of CFTC-required records. In recent
decades, Rule 1.31 has permitted books and records to be stored electronically, subject
to various technological requirements. Persons that used electronic storage systems were
required to retain a third-party technical consultant to furnish required information to
the Commission. Among its other provisions, Rule 1.31 imposed retention requirements
and required persons subject to CFTC record-keeping requirements to make books and
records readily accessible to certain regulators and the Department of Justice.

Reasons for the Final Revisions. In January 2017, the Commission proposed revisions
to Rule 1.31% in response to various industry groups that petitioned for them. Industry
groups explained that the technical requirements in Rule 1.31 had become outdated
since Rule 1.31 was amended to address the storage of electronic records in 1999+ and
2012.5 For example, some CFTC record-keepers either had to forgo more innovative
storage systems — which were critical to protect against cybersecurity threats but not
permitted by Rule 1.31 — in favor of more costly outdated systems that complied with
the record-keeping rules, or they had to maintain both kinds of electronic systems.

The Revised Rule addresses these industry concerns by both modernizing and stream-
lining Rule 1.31. The standard in the Revised Rule is that required records be retained
“in a form and manner that ensures the authenticity and reliability of such regulatory

117 C.F.R. 1.31 (2017).

2 Recordkeeping, 82 Fed. Reg. 24479 (May 30, 2017).The many kinds of persons who are records entities
include CFTC registrants such as commodity pool operators, commodity trading advisors, swap dealers
and CFTC-registered entities such as derivatives clearing organizations, derivatives exchanges and swap
execution facilities. Nonregistrants that are required to keep records by the CFTC, such as commodity
trading advisors claiming certain registration exemptions, swap counterparties and large traders, also are
records entities.

3 Recordkeeping, 82 Fed. Reg. 6356 (Jan. 19, 2017) (Proposed Revisions).

4 Recordkeeping, 64 Fed. Reg. 28735 (May 27, 1999).

5 Adaptation of Regulations to Incorporate Swaps, 77 FR 66288 (Nov. 2, 2012).
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records.” By establishing greater flexibility through a technology-
neutral and “less-prescriptive, principles-based approach” to
record-keeping requirements, the Commission believes records
entities will benefit from evolving technology without being
burdened by obsolete rules.®

Modernized Requirements. Revisions include eliminating the
following requirements:

1. Native File Format. Records entities will no longer be required
to keep electronic regulatory records in their native file format
(i.e., in the format in which the record was originally created).

2. WORM Requirement. The requirement that records entities
retain electronic records in a nonrewritable, nonerasable
format (i.e., the “write once, read many” or “WORM”
requirement) will be eliminated.

For both the native file format and WORM requirements, the
CFTC explained that the programs and concepts upon which
those requirements were based are now either outdated or no
longer supported by information technology manufacturers.
Consequently, the deletions of these requirements are intended
to permit market participants to use programs that are best
suited to their technical needs without creating additional cost
to maintain older systems.’

3. Technical Consultant. Records entities will no longer be
required to engage a third-party technical consultant or have
the consultant file certain representations with the Commission
regarding access to the records entity’s electronic regulatory
records. The CFTC acknowledged that changing firm struc-
tures have eliminated the need to require an external consultant
because market participants often hire in-house technical staff
that are equipped to monitor record-keeping obligations.®

6 See Revised Rule, 82 Fed. Reg. at 24479-24480 and 24485.

7 See Proposed Revisions, 82 Fed. Reg. at 6358 and Final Revisions, 82 Fed. Reg.
at 24485.

8 See Proposed Revisions, 82 Fed. Reg. at 6358.

4. Retention Period for Pretrade Swaps and Forwards
Communications. The Revised Rule adjusts the retention
periods so that records of pretrade communications for swaps
and forwards required under CFTC Rules 23.202(a)(1) and
(b)(1)-(3) must be retained only for five years from the date
of creation, instead of for the life of the transaction plus five
years, as previously required. The Commission also clarified
the retention periods forother records.’

Among its other revisions, the CFTC also deleted “chain of
custody” elements in the requirements for electronic record-
keeping systems, though the Commission noted that it was

not changing “the practical requirement that records entities
maintain a comprehensive audit trail for all electronic regula-
tory records.”'® The Commission also decided against requiring
records entities to maintain written policies and procedures
designed to ensure compliance with Rule 1.31, although such
a requirement was proposed. The Revised Rule also establishes
new definitions for some of the terms used. For example, the
Revised Rule replaces the term “books and records” with
“regulatory records™!! to address the fact that “books and
records” may not convey that record-keeping requirements
extend to all associated electronic data.'?

The CFTC noted that the Revised Rule does not impose any new
record-keeping requirements on any records entity or overrule
other record-keeping methods that are permitted under CFTC
regulations.!® Therefore, entities such as commercial end-users
subject to record-keeping requirements are still permitted to use
their current retention practices so long as they are permitted by
the Commodity Exchange Act, CFTC regulations, or existing
CFTC relief or guidance.'

9 Records of other trade information for swaps or related cash or forwards
transactions must be kept for five years after the life of the transaction. Oral
communications must be kept for one year. All other required records must be
kept for five years from the creation date. Electronic records must be accessible
to regulators and the Department of Justice for the required retention period,
while paper records must be accessible for two years. See Final Revisions at 82
Fed. Reg. at 24486.

9Final Revisions, 82 Fed. Reg. at 24483.

" See Revised Rule, 82 Fed. Reg. at 24486 (defining “regulatory records” to mean
“all books and records required to be kept by the Act or Commission regulations
in this chapter, including any record of any correction or other amendment to
such books and records, provided that, with respect to such books and records
stored electronically, regulatory records shall also include: (i) Any data necessary
to access, search, or display any such books and records; and (ii) All data
produced and stored electronically describing how and when such books and
records were created, formatted, or modified.”)

12 See Revised Rule, 82 Fed. Reg. at 24481.
'3 See Revised Rule, 82 Fed. Reg. at 24480.
4 See Revised Rule, 82 Fed. Reg. at 24480.
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