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Effective May 11, 2018, covered financial institutions1 are required to comply with the 
customer due diligence rule (the Rule) that the Financial Crimes Enforcement Network 
(FinCEN) finalized in May 2016. The Rule mandates the identification and verification 
of beneficial owners of legal entity customers.2

Although covered financial institutions are expected to have already implemented the 
requirements imposed by the Rule, the following takeaways from FinCEN’s FAQs, 
published on April 3, 2018, may help financial institutions tackle some of the challenges 
they may experience in complying with the Rule.

Managing Regulators’ Expectations, Which May Be at Odds With the Rule’s 25 Percent 
Ownership Threshold. Under the Rule, aside from having to identify an individual with 
significant managerial responsibility (the “control prong”), covered financial institutions 
are required to collect information on individuals, if any, who hold, directly or indirectly, 
25 percent or more of the equity interests of a legal entity customer (the “ownership 
prong”). As financial institutions finalize their internal policies and procedures regarding 
beneficial ownership, they must reconcile the Rule’s 25 percent threshold with conflicting 
guidance and expectations from banking regulators recommending a lower ownership 
threshold (e.g., 10 percent), depending on customer risk. To ensure compliance with the 
Rule and effectively manage regulatory expectations, financial institutions will want to 
properly document their beneficial ownership requirements and specify the risk-based 
scenarios in which a lower threshold will be adopted. Financial institutions may benefit 
from establishing bright-line rules defining the circumstances warranting a deviation 
from the 25 percent threshold. For example, a financial institution may opt to impose a 
10 percent threshold on legal entity customers domiciled in certain high-risk jurisdic-
tions. Clear guidelines will facilitate compliance and ensure that standards regarding 
beneficial ownership are consistent throughout the institution.

Remaining Consistent in the Application of the Customer Identification Program (CIP) 
Requirements and the Rule. The CIP rule forms the basis for certain definitions or prin-
ciples adopted by the Rule, including the definition of “account” and the requirements 
for customer verification. The term “account” under the Rule is defined by reference to 
the definition in the CIP rule, i.e., a formal banking relationship established to provide or 
engage in services, dealings or other financial transactions including a deposit account, 
a transaction or asset account, a credit account, or other extension of credit.3 Moreover, 
covered financial institutions must verify the identity of each beneficial owner according to 
risk-based procedures that contain, at a minimum, the same elements financial institutions 
are required to use to verify the identity of individual customers under the CIP rule. Given 
the interconnectedness between the CIP requirements and the Rule, financial institutions 
will want to remain consistent in their treatment of similar issues arising under both rules.

1 Covered financial institutions include banks, securities brokers or dealers, mutual funds, futures commission 
merchants and introducing brokers in commodities.

2 See our May 16, 2016, client alert, “FinCEN Finalizes Customer Due Diligence Rule Amid Other Actions to 
Enhance Financial Transparency.”

3 “Account” also includes a relationship established to provide a safety deposit box or other safekeeping 
services, or cash management, custodian and trust services. “Account” does not include (i) a product or 
service where a formal banking relationship is not established with a person, such as check-cashing, wire 
transfer, or sale of a check or money order; (ii) an account that the bank acquires through an acquisition, 
merger, purchase of assets or assumption of liabilities; or (iii) an account opened for the purpose of 
participating in an employee benefit plan established under the Employee Retirement Income Security  
Act of 1974.
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Relying on Exclusions From the Definition of “Legal Entity 
Customer.” Several types of legal entity customers are excluded 
from the collection and verification requirements of the Rule on 
the basis that beneficial ownership information for these entities 
is generally available from other credible sources. Some exam-
ples include financial institutions regulated by a federal func-
tional regulator and certain issuers of securities with reporting 
requirements to the Securities and Exchange Commission. A 
financial institution may rely on information provided by the 
legal entity customer to determine whether the entity is excluded 
from the definition of a legal entity customer, provided that it has 
no knowledge of facts that would reasonably call into question 
the reliability of such information. Covered financial institutions 
are expected to specify, in their risk-based written policies and 
procedures, the type of information they will obtain to determine 
eligibility for exclusions.

Leveraging Information Collected on Existing Accounts to 
Comply With the Rule’s Requirements on New Accounts. In 
general, covered financial institutions must identify and verify 
the beneficial ownership information of a legal entity customer 
at the time each new account is opened, regardless of the number 
of accounts opened over a specific period of time. This means, 
for example, that if a corporate client opens 10 accounts over 
the course of a few days, the financial institution would have to 
collect beneficial ownership information with respect to each of 
those accounts as they are opened. However, an institution that 
has already collected beneficial ownership information from a 
legal entity customer in compliance with the Rule may rely on 
that information to fulfill the beneficial ownership requirement 
for subsequent accounts, provided that the customer certifies 
or confirms that such information is accurate and up-to-date at 
the time each subsequent account is opened and the financial 
institution has no knowledge of facts that would reasonably call 
into question the reliability of such information. The institution 
would also need to maintain a record of such certification or 
confirmation, including for both verbal and written confirma-
tions by the customer. Similarly, if the beneficial owner of a legal 
entity customer is an existing customer of a financial institution 
and is subject to the financial institution’s CIP, the financial insti-
tution may rely on such information to fulfill the Rule’s require-
ments, provided the same conditions outlined above are met.

Identifying Beneficial Owners of Legal Entities Owned by Trusts. 
If a trust owns directly or indirectly — through any contract, 
arrangement, understanding, relationship or otherwise —  
25 percent or more of the equity interests of a legal entity 

customer, one of the beneficial owners4 of the legal entity 
customer under the ownership prong is the trustee, regardless of 
whether the trustee is a natural person or a legal entity. In the event 
that the trustee is not a natural person, a covered institution must 
still collect identification information on the legal entity trustee 
as part of its CIP, consistent with the institution’s risk assessment 
and the customer’s risk profile. For example, if the equity inter-
ests of Company A are held 50 percent by a trust (whose trustee 
is Law Firm X), 25 percent by Individual 1 and 25 percent by 
Individual 2, the beneficial owners under the ownership prong 
would be Law Firm X, Individual 1 and Individual 2, whereas the 
beneficial owner under the control prong would be an individual 
with significant managerial responsibility. A covered financial 
institution would have to collect information on a total of four 
beneficial owners for Company A. Furthermore, where there are 
multiple trustees or co-trustees, financial institutions are expected 
to collect and verify the identity of, at a minimum, one co-trustee 
of a multitrustee trust who owns 25 percent or more of the 
equity interests of a legal entity customer that is not subject to an 
exclusion. A covered financial institution may choose to identify 
additional co-trustees based on their own risk assessment and in 
accordance with the institution’s account opening procedures.

Ultimately, a covered financial institution is not required to 
independently investigate a legal entity customer’s ownership 
structure and may accept and reasonably rely on the information 
presented by the legal entity customer regarding the status of its 
beneficial owners, provided that the institution has no knowledge 
of facts that would reasonably call into question the reliability of 
the information. However, financial institutions should not turn a 
blind eye to apparent red flags discovered through their onboard-
ing or monitoring processes.

Applying the Rule to Loans, Certificates of Deposit (CD) and 
Other Similar Financial Products. Given that each time a loan 
is renewed or a certificate of deposit is rolled over, a financial 
institution initiates another formal banking relationship and a 
new account is established, covered financial institutions must 
obtain certified beneficial ownership information of the legal 
entity customers of such products and services at the time of the 
first renewal or rollover that occurs on or after May 11, 2018. For 
each subsequent renewal, however, to the extent that the legal 
entity customer and the financial service or product (e.g., loan or 
CD) remains the same, the customer certifies or confirms that the 
beneficial ownership information previously obtained is accurate 
and up-to-date, and the institution has no knowledge of facts that 

4 The legal entity customer may have additional beneficial owners under the 
ownership prong, depending on its ownership structure.
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would reasonably call into question the reliability of the infor-
mation, the financial institution would not be required to collect 
beneficial ownership information again. Moreover, because 
FinCEN has recognized that loan renewals or CD rollovers are 
not generally treated as new accounts by the industry and the 
risk of money laundering is very low, if at the time the customer 
certifies its beneficial ownership information, it also agrees to 
notify the financial institution of any change in such information 
and the agreement is documented by the institution, the agree-
ment can be considered the certification or confirmation for as 
long as the loan or CD remains outstanding.

Addressing Customer Evasion or Attempted Evasion of Bene-
ficial Ownership Requirements. A covered financial institution 
with notice of or reasonable suspicion that a customer is evading 
or attempting to evade beneficial ownership or other customer 
due diligence requirements should consider whether it should not 
open an account, close an existing account or file a suspicious 
activity report, consistent with its risk assessment and internal 
policies and procedures.


