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Each company faces important decisions in preparing for its 2019 annual
meeting and reporting season. This four-part series covers essential items on
which companies should focus as they plan for 2019, including corporate
governance, executive compensation and disclosure matters.

Part 1 of the series focuses on recent U.S. Securities and Exchange
Commission developments, including updated SEC filing requirements; SEC
cybersecurity guidance; SEC enforcement actions; recent trends in SEC staff
comments and areas of focus; changes to auditor reports; and new standards
for GAAP leases.

Part 2 focuses on executive compensation matters, with a discussion of pay
ratio disclosures; say-on-pay votes; new hedging policy disclosure rules;
changes in pay practices due to the Tax Cuts and Jobs Act; and recent director
compensation litigation.

Part 3 focuses on corporate governance best practices, including updates to
D&O questionnaires; ISS and Glass Lewis proxy advisory voting guidelines;

environmental, social and governance reporting; board diversity and related
disclosures; and shareholder proposals.

Part 4 continues to focus on corporate governance best practices, such as
disclosures related to board evaluations and virtual shareholder meetings; the
status of Dodd-Frank and other SEC rulemaking matters; considerations in
assessing social media policies; and disclosure controls and procedures.

Comply With Updated SEC Filing Requirements

The SEC has adopted new rules that companies should consider as they
prepare year-end reports and other filings.

Disclosure Simplification

On Aug. 17, 2018, the SEC adopted amendments to streamline disclosure
requirements as part of an ongoing disclosure effectiveness review.[1] These
rule changes went into effect on Nov. 5, 2018, and target disclosure
requirements that were outdated, superseded or already covered by
disclosures under U.S. generally accepted accounting principles, or GAAP; the
International Financial Reporting Standards, or IFRS; or other SEC rules. While
the amendments generally are technical in nature, the following changes
should be considered when preparing annual reports on Form 10-K:

* Ratio of Earnings to Fixed Charges. Companies are no longer required to
disclose the historical and pro forma ratios of earnings to fixed charges,
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and/or historical and pro forma ratios of combined fixed charges and
preference dividends to earnings.

Historical Stock Price Disclosure. Companies are no longer required to
disclose the high and low prices of common equity traded on an
established public trading market, although companies must disclose
their trading symbols.

Historical Dividend Disclosure. Companies are no longer required to
disclose the frequency and amount of cash dividends in the body of the
Form 10-K, as such information already should be included in the
financial statements. Disclosure of the restrictions that currently, or are
likely to, materially limit a company’s ability to pay dividends on its
common equity also should be found in its financial statements.

Segment Financial Information. Companies are no longer required to
disclose segment financial information and financial information by
geographic area in the body of the Form 10-K, as such information
already should be included in the financial statements.
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Research and Development Disclosure. Companies are no longer required to disclose the
amount spent on research and development activities for all years presented.

Form Cover Pages

For yet another year, rules recently adopted by the SEC have resulted in changes to the cover pages
of many SEC forms. Companies should revise their Form 10-K cover pages to address the following
two technical changes:

¢ In connection with the new Inline XBRL rules adopted in June 2018,[2] the SEC eliminated the

website-posting requirement, which is no longer referenced on the cover page of Forms 10-Q
and 10-K. Previously, issuers were required to submit their XBRL data as exhibits and were
also required to post XBRL data files on their websites. While the new Inline XBRL requirement
does not apply to upcoming annual reports on Form 10-K for calendar year 2018, the SEC
nonetheless has implemented changes to the Form 10-K cover page.

As discussed below, the SEC approved amendments to the definition of a “"smaller reporting
company,” or SRC, expanding the number of registrants that qualify as SRCs. In connection
with this, the SEC revised Form 10-K and other Exchange Act and Securities Act form cover
pages to remove the instruction informing filers to not check the “non-accelerated filer” box if
the issuer is an SRC. After these amendments, issuers will now be able to check multiple boxes
on the cover page related to their filer status (e.g., both the accelerated filer and SRC boxes).

SRC Amendments

As noted above, the SEC approved amendments to the definition of SRC under the rules and
regulations of the Securities Act and the Exchange Act on June 28, 2018.[3] These amendments
went into effect on Sept. 10, 2018. Under the new definition, a company will qualify as an SRC if it
has either (i) a public float of less than $250 million as of the last business day of its most recently
completed second fiscal quarter, or (ii) annual revenues of less than $100 million during the most



recently completed fiscal year with less than $700 million public float (or no public float).

A company that newly qualifies as an SRC has the option to take advantage of the scaled disclosure
accommodations beginning with its next periodic or current report due on or after, or in any
registration or proxy filing or amended filing made on or after, Sept. 10, 2018. For example, a
calendar-year-end company that became an SRC in 2018 could use scaled disclosures in its
upcoming Form 10-K. Under the SEC’s rules and regulations, issuers must reflect SRC status starting
with the first Form 10-Q for the year after it becomes an SRC, but may begin taking advantage of the
scaled disclosure accommodations beginning in the third quarter of the year it enters SRC status.[4]
As a reminder, SRC status is determined separately from accelerated filer status, which occurs at
fiscal year end.

Changes to a company'’s filer status also may affect proxy statements. The information required in a
proxy statement generally is tied to the company’s filer status at the time of its Form 10-K filing. As
a result, a company reporting as an SRC in its 2018 Form 10-K may provide SRC-level disclosures in
its annual proxy statement. The timing of the annual meeting does not affect the analysis.[5]

Consider SEC Cybersecurity Guidance and Enforcement Actions

During 2018, there have been a number of actions by the SEC related to cybersecurity matters
impacting public companies. These actions, which we summarize below, have included two pieces of
helpful guidance and a few key enforcement matters. We recommend that companies consider these
actions in connection with year-end reporting, and as part of any periodic review of company policies
and procedures.

SEC Guidance

The SEC issued an interpretive release[6] providing guidance for public companies relating to
disclosures of cybersecurity risks and incidents, disclosure controls and procedures, and insider
trading policies. The key takeaways from this guidance are summarized below.

» Material Risks and Incidents. Companies should consider whether there are material
cybersecurity risks and incidents that should be disclosed in registration statements, periodic
reports and other filings with the SEC as part of the disclosure of risk factors, management’s
discussion and analysis of financial condition and results of operations, descriptions of the
company’s business and legal proceedings, and financial statements and accompanying notes.
The guidance confirmed that the materiality of cybersecurity risks and incidents will depend on
their nature, extent and potential magnitude, and the range of harm that an incident could
cause.

* Board Risk Oversight. Companies should consider the requirement to disclose in proxy
statements the board’s role in risk oversight. In light of the guidance, as well as investor calls
for such information, companies may wish to take a fresh look at their proxy statement
disclosure regarding board oversight of risk, and consider addressing or enhancing disclosures
regarding board oversight of cybersecurity risks.

» Disclosure Controls and Procedures. Companies should evaluate whether their disclosure
controls and procedures are sufficient to ensure that relevant information pertaining to
cybersecurity risks and incidents is collected, processed and reported up the chain on a timely
basis, to allow for management to assess and analyze whether cybersecurity risks and
incidents should be disclosed. Companies should also review protocols for reporting
cybersecurity incidents, to ensure that persons having familiarity with, and responsibility for, a
company'’s SEC disclosure decisions are included in the information flow regarding
cybersecurity matters that have the potential to be material to investors.



« Insider Trading Policies. Companies should evaluate whether their insider trading policies are
designed to prevent insider trading on the basis of material nonpublic information relating to
cybersecurity incidents and risks. Companies also should consider whether restrictions on
trading need to be imposed during periods when they are investigating and assessing the
significance of a cybersecurity incident.

e Regulation FD Policies. Companies should review any Regulation FD policies to ensure it is
made clear that material nonpublic information could involve cybersecurity risks and incidents.

SEC Report of Investigation

On Oct. 16, 2018, the SEC issued a Report of Investigation detailing the SEC Enforcement Division’s
consideration of the internal accounting controls of nine companies that were victims of “business
email compromises,” a form of cyberfraud.[7] The companies described in the report lost a combined
$100 million after their internal accounting controls failed to protect against two types of fraudulent
email schemes. The SEC issued the report, forgoing a traditional enforcement action, to
communicate the SEC’s view that this issue is problematic, and to put companies and individuals on
notice that the SEC intends to pursue enforcement actions concerning similar conduct in the future.

The report highlighted the need for companies to design and maintain internal accounting control
systems that adequately address the cybersecurity risks they face. The persons undertaking the
alleged cyber-related frauds covered in the report were able to identify vulnerabilities in the issuers’
controls over, for instance, payment authorization and verification procedures. The report also noted
that the alleged perpetrators succeeded in the frauds in large part because employees were unaware
of, or did not understand, the internal controls of their employers, and failed to recognize multiple
red flags indicating that a fraudulent scheme was underway.

We recommend that companies consider the findings in this report and confirm that internal
accounting controls properly address the risks of cyber-related threats and safeguard company
assets from those risks. In particular, companies should ensure that their internal accounting controls
are tailored to address, among other things, human vulnerabilities with respect to cyber-related
risks.

SEC Enforcement Focus

Cybersecurity incidents have also led to a number of noteworthy recent SEC enforcement actions. In
March 2018, the SEC initiated an action against a former chief information officer, alleging that he
avoided significant losses by trading on material nonpublic information regarding a massive data
breach at his company.[8] In April 2018, the SEC settled charges with a technology company based
on the SEC's view that the company misled investors by failing to properly disclose information
regarding a significant data breach.[9] And in September 2018, the SEC settled charges against a
financial advisory firm related to a cyber intrusion that compromised the personal information of
thousands of customers.[10]

In the matter involving the technology company, the SEC’s order stated that it believed that the
company’s disclosures in its public filings were misleading because they omitted known trends or
uncertainties presented by the data breach, the company failed to establish or implement internal
controls around the evaluation and disclosure of cyber incidents, and the company’s risk factor
disclosures in its public filings were misleading because they claimed the company only faced the risk
of potential future data breaches without disclosing that a data breach had in fact already occurred.

The SEC’s enforcement actions involving cybersecurity matters follow the announcement in
September 2017 that the SEC had established a Cyber Unit to consolidate the expertise of the SEC’s
Division of Enforcement and enhance its ability to identify and investigate cyber-related threats. At
the time the Cyber Unit was launched, Stephanie Avakian, co-director of the SEC’s Enforcement
Division, identified cyber-related threats as “among the greatest risks facing investors and the
securities industry.”



We believe that the SEC’s growing emphasis on cyber issues provides further support for the need
for companies to remain focused on cybersecurity disclosures and policies.

Assess Impact of SEC Staff Comments and Statements

Although the staff of the SEC’s Division of Corporation Finance reviews a large number of Form 10-K
filings and other disclosures made by companies each year, the majority of these reviews do not
result in a comment letter being issued to the company. A recent study by Ernst & Young (EY)
indicates the annual number of comment letters issued by the SEC staff has decreased by
approximately 25 percent compared to last year, or over 40 percent since 2014.[11] This continuing
downward trend is consistent with recent remarks from senior members of the SEC staff reiterating
their focus on disclosures that would be material to investors.

Below is a summary of the key focus areas in recent SEC staff comment letters, as well as SEC staff
remarks, that companies should consider in preparing their upcoming annual reports and other SEC
filings.

Non-GAAP Financial Measures

According to the EY report, about half of the decrease in comments since last year is attributed to a
drop in the number of comments relating to non-GAAP financial measures that previously had seen

an uptick following the release of updated SEC staff guidance in May 2016. Nevertheless, non-GAAP
financial measures still remained one of the top areas of SEC staff focus during the 12-month period
ended June 30, 2018.

The SEC staff recently also expressed a continuing focus on individually tailored performance
measures, especially those that are unusual and complex, such as “adjusted revenues,” which
companies should ensure comply with the applicable requirements under Item 10(e) of Regulation S-
K and Regulation G. Companies should continue to revisit their non-GAAP disclosures in SEC filings,
including earnings releases, as well as other public disclosures, such as investor presentations and
information posted on company websites.

Revenue Recognition

Companies should consider the impact on their disclosures of the new revenue recognition
accounting standard, ASC 606, which went into effect in December 2017. ASC 606 replaced
prescriptive industry-specific rules with a principles-based model to standardize revenue booking for
comparable transactions across industries. The new standard may require management to make
significant judgments on how to classify transactions and when revenues should be booked.

According to a recent report by Intelligize Inc., only 32 of the roughly 4,000 U.S. publicly listed
companies chose to apply the new rules early, and nearly one-third of those early adopters received
SEC staff comments on their compliance with the revenue recognition standard. Three-quarters of
the comment letters included questions about how companies arrived at their decisions for
performance obligations measurements.[12]

Other Recent Developments

Senior members of the SEC staff have emphasized that companies should also consider the following
disclosure topics:

o Cybersecurity. Companies should align their disclosure practices with the SEC’s February 2018
interpretive guidance, as discussed above in the section titled “Consider SEC Cybersecurity
Guidance and Enforcement Actions.” In particular, companies should consider cybersecurity in
their board risk oversight disclosures in their annual proxy statements and assess their
disclosure controls and procedures, as well as insider trading policies.



* Brexit. Companies should assess the associated risks of the ongoing uncertainty and potential
impact of the U.K.’s pending exit (Brexit) from the European Union. In recent statements, the
SEC staff has advised that it will continue to monitor company disclosures related to Brexit
leading up to the March 2019 deadline to reach an agreement.

e LIBOR Phase-Out. Companies with financial instruments that rely on the benchmark interest
rate LIBOR, or the London Interbank Offered Rate, which British financial regulators are
phasing out, should consider the implications of transitioning to another benchmark. The SEC
staff has noted that there are significant uncertainties surrounding legacy financial instruments
that rely on LIBOR and how replacing it with another benchmark would impact a company’s
hedge accounting. To the extent the LIBOR phase-out is material, companies should disclose
that fact and the implications of the phase-out, including any associated risks and
uncertainties.

Prepare for Additional Changes to Auditor Reports

The Public Company Accounting Oversight Board, or PCAOB, has a new model for auditor reports that
is being implemented in two phases.[13] The first phase, which already is effective, requires auditor
reports to include, among other things, disclosure of the auditor’s tenure of service to the company
and a statement that the auditor is required to be independent from the company under applicable
U.S. federal securities laws and PCAOB standards. The second, more burdensome phase, which
requires the communication of critical audit matters, or CAMs, from the current period audit, will go
into effect for audits of large accelerated filers for fiscal years ending on or after June 30, 2019.[14]
While still many months away, companies already should be preparing for this significant change.

Background

A CAM is a matter communicated or required to be communicated to the audit committee that:

+ Relates to accounts or disclosures that are material to the financial statements; and

+ Involves especially challenging, subjective or complex auditor judgment.

If an auditor determines that a CAM from the current period audit exists,[15] the auditor will be
required to communicate certain information in its report accompanying the audited financial
statements. Such information includes:

An identification of the CAM;

A description of the principal considerations that led the auditor to determine that the matter
constituted a CAM;

A description of how the CAM was addressed in the audit; and

e A reference to the relevant financial statement accounts or disclosures.

CAMs as an Original Source of Company Information



Many commentators have expressed concern that inclusion of CAMs in auditor reports could result in
those reports becoming the original source of information about a company. To address these
concerns, the new PCAOB standard includes a note explaining that auditors are not expected to
provide information about a company that has not been made publicly available by the company,
unless such information is necessary to describe the principal considerations that led the auditor to
determine that a matter is a CAM or how the matter was addressed in the audit. The SEC also
expressed its belief that instances in which auditors would be required to provide information about
the company that its management has not already made public would be the exception, rather than
a pervasive occurrence.

Next Steps

In preparation for CAMs disclosures in auditor reports, companies should be working closely with
their auditors now to determine the methodology the auditor plans to use to identify potential CAMs,
and to identify as early as possible which matters may be considered CAMs. Doing so will help
companies and audit committees determine what, if any, additional disclosure should be included in
SEC filings, such as in the management’s discussion and analysis and risk factors sections, to
address any issues related to CAMs.

Many audit firms already are performing dry runs with their audit clients. Participating in these dry
runs may help to reduce the likelihood of newly identified CAMs or other unwelcome surprises shortly
before a Form 10-K filing, when financial reporting teams already may be pressed for time.

Confirm Implementation of New GAAP Leases Standards

The Financial Accounting Standards Board, or FASB, and the International Accounting Standards
Board, or IASB, are in the midst of a three-year effort to enhance the accounting and reporting of
revenue for customer contracts, leases and financial instrument credit losses. The adoption of
responsive new accounting standards, commonly referred to by the SEC staff as "New GAAP
Standards,” kicked off in 2018, when most public companies adopted new revenue recognition
standards.

With required effective dates beginning in January 2019, the new leases standards are an immediate
challenge facing companies that have significant operating lease obligations. The new financial
instrument credit losses standards will culminate the efforts to implement the New GAAP Standards
when they become effective beginning in January 2020.

New Leases Standards Overview

Under current accounting standards, lessees are not required to include operating leases (as
compared to capital leases) on the balance sheet. That approach will change under the new leases
standards. The new FASB and IASB standards aim to increase transparency and comparability by
requiring companies to recognize lease assets and lease liabilities on the balance sheet and disclose
key information about leasing arrangements for all leases except for certain exempt short-term
leases.[16]

Effective Date

The new leases standards will take effect for most public companies for fiscal years, and interim
periods within those fiscal years, beginning after Dec. 15, 2018. As a result, most calendar-year
companies will need to commence reporting under the new standard beginning with their Forms 10-Q
for the quarterly period ending March 31, 2019.

Emerging growth companies that have elected to defer compliance with new or revised financial
standards as permitted by the JOBS Act will need to apply the new leases standards to fiscal years
beginning after Dec. 15, 2019, and interim reporting periods beginning the following year.
Adoption Methods

The new leases standards provide for a modified retrospective approach, which requires companies
to recognize and measure all leases within the scope of the standard that exist as of the beginning of



the earliest comparative period presented (e.g., at Jan. 1, 2017, for a calendar year-end company
that adopts the new standard on Jan. 1, 2019). Companies also would be required to adjust equity at
the beginning of the earliest comparative period presented as if the standard had always been
applied, subject to certain practical expedients and other transition relief prescribed by the standard.

In July 2018, the FASB issued ASU 2018-11, which provides an alternative adoption method where a
company applies the new leases standard at the adoption date rather than the beginning of the
earliest period presented. To illustrate this “effective date” approach, a calendar year-end entity with
an initial adoption date of Jan. 1, 2019, would apply the old leases standard (ASC Topic 840) in the
comparative periods and recognize the effects of applying the new leases standard as a cumulative
adjustment to retained earnings as of Jan. 1, 2019. If an entity elects this alternative approach, it
will be required to provide the old ASC Topic 840 disclosures for all prior periods presented that
remain under the legacy leases guidance.

Transition Disclosure

Companies should be mindful of the application of Staff Accounting Bulletin No. 74, which requires
certain transition disclosures regarding the potential impacts of adopting a new accounting standard.
Thankfully, with the implementation efforts related to the new revenue recognition standards so
fresh in their minds, many companies appear to have properly used their recent periodic reports to
provide expanded disclosure of their progress on implementation of the new leases standard, as well
as the quantitative (to the extent reasonably estimable) and qualitative impacts of the new standard.

In any event, the 2018 Form 10-K will represent the last chance for these companies to revisit and
enhance, as needed, their transition disclosures. As part of these efforts, companies are reminded
that the audit committee should be involved to ensure that the proper internal controls over financial
reporting and disclosure controls and procedures are in place to monitor the application of the new
standard.

Impact on Form S-3

Companies will need to consider the impact, if any, of the adoption of the new leases standard on
their access to the capital markets. As a general matter, companies are required to update previously
issued historical financial statements incorporated by reference into a new Form S-3 to reflect a
subsequent change in accounting principles for which retrospective application is either required or
elected.

As applied here, assuming the impact is material, companies that elect the modified retrospective
method will be required to provide retrospectively revised historical financial statements in any new
Form S-3 (or post-effective amendment thereto) that includes financial statements covering a period
reflecting adoption of the new standard (i.e., first quarter 2019 or later).

Note, these companies will not be required to retrospectively revise the financial statements for all
three annual periods that are incorporated by reference in the filing. This is because the filing of a
new registration statement will not change the date of the initial application. The SEC staff has
provided the following illustrative guidance. A calendar year-end company adopts the new standard
on Jan. 1, 2019, using the modified retrospective approach. The beginning of the earliest
comparative period presented is Jan. 1, 2017. In May 2019, the company files its first quarter Form
10-Q, which reflects the adoption of the new standard. Shortly after, the company files a Form S-3
that incorporates by reference the financial statements for the years ending Dec. 31, 2018, 2017,
and 2016, as well as the quarters ending March 31, 2019, and 2018.

The reissuance of the financial statements on Form S-3 requires the financial statements for the
years ended Dec. 31, 2018, and 2017, to be retrospectively revised under the new standard, but it
does not change the date of initial application from Jan. 1, 2017. Accordingly, the financial
statements for the year ended Dec. 31, 2016, do not need to be restated to reflect the application of
the new leases standard.[17]
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