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Cybersecurity in Medical Devices:
Quality System Considerations and
Content of Premarket Submissions

Guidance for Industry and
Food and Drug Administration Staff

I This guidance represents the current thinking of the Food and Drug Administration (FDA or I

Agency) on this topic. It does not establish any rights for any person and is not binding on

FDA or the public. You can use an alternative approach if it satisfies the requirements of the
applicable statutes and regulations. To discuss an alternative approach, contact the FDA staff
or Office responsible for this guidance as listed on the title page.

I. Introduction

With the increasing integration of wireless, Internet- and network-connected capabilities,
portable media (e.g., USB or CD), and the frequent electronic exchange of medical device-
related health information and other information, the need for robust cybersecurity controls to
ensure medical device safety and effectiveness has become more important.

In addition, cybersecurity threats to the healthcare sector have become more frequent and more
severe, carrying increased potential for clinical impact. Cybersecurity incidents have rendered
medical devices and hospital networks inoperable, disrupting the delivery of patient care across
healthcare facilities in the U.S. and globally. Such cyber attacks and exploits may lead to patient
harm as a result of clinical hazards, such as delay in diagnoses and/or treatment.

Increased connectivity has resulted in individual devices operating as single elements of larger
medical device systems. These systems can include healthcare facility networks, other devices,
and software update servers, among other interconnected components. Consequently, without
adequate cybersecurity considerations across all aspects of these systems, a cybersecurity threat
can compromise the safety and/or effectiveness of a device by compromising the functionality of
any asset in the system. As a result, ensuring device safety and effectiveness includes adequate
device cybersecurity, as well as its security as part of the larger system.

For the current edition of the FDA-recognized consensus standard(s) referenced in this
document, see the FDA Recognized Consensus Standards Database.! For more information

I Available at https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfStandards/search.cfm
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regarding use of consensus standards in regulatory submissions, please refer to the FDA
guidance titled “Appropriate Use of Voluntary Consensus Standards in Premarket Submissions
for Medical Devices™? and “Standards Development and the Use of Standards in Regulatory
Submissions Reviewed in the Center for Biologics Evaluation and Research.”?

For applications currently pending with FDA at the time of initial publication of this guidance, as
well as those submitted after initial publication of this guidance, FDA intends to work
collaboratively with manufacturers of such premarket submissions as part of the FDA review
process.

In general, FDA’s guidance documents do not establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current thinking on a topic and should be viewed only
as recommendations, unless specific regulatory or statutory requirements are cited. The use of
the word should in Agency guidances means that something is suggested or recommended, but
not required.

II. Scope

This guidance document is applicable to devices with cybersecurity considerations, including but
not limited to devices that have a device software function? or that contain software (including
firmware) or programmable logic. The guidance is not limited to devices that are network-enabled
or contain other connected capabilities. This guidance describes recommendations regarding the
cybersecurity information to be submitted for devices under the following premarket submission
types, when submitted to the Center for Devices and Radiological Health (CDRH) or the Center
for Biologics Evaluation and Research (CBER):

Premarket Notification (510(k)) submissions;

De Novo requests;

Premarket Approval Applications (PMAs) and PMA supplements;
Product Development Protocols (PDPs);

Investigational Device Exemption (IDE) submissions;
Humanitarian Device Exemption (HDE) submissions;

Biologics License Application (BLA) submissions; and
Investigational New Drug (IND) submissions.

2 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/appropriate-use-
voluntary-consensus-standards-premarket-submissions-medical-devices

3 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/standards-development-
and-use-standards-regulatory-submissions-reviewed-center-biologics-evaluation

4 For the purposes of this guidance, “device software function” means software function that meets the device
definition in section 201(h) of the Federal Food, Drug, and Cosmetic Act (FD&C Act). The term “function” is a
distinct purpose of the product, which could be the intended use or a subset of the intended use of the product. For
more information, see FDA’s guidance: Content of Premarket Submissions for Device Software Functions, available

at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/content-premarket-submissions-
device-software-functions
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This guidance applies to all types of devices within the meaning of section 201(h) of the Federal
Food, Drug, and Cosmetic Act (FD&C Act), including devices that meet the definition of a
biological product under section 351 of the Public Health Service Act, whether or not they
require a premarket submission. Therefore, the recommendations in this guidance also apply to
devices for which a premarket submission is not required (e.g., for 510(k)-exempt devices). This
guidance also applies to cyber devices, as defined in section 524B of the FD&C Act, which are a
subset of devices.

Generally, the recommendations in this guidance apply to the device constituent part of a
combination product® (such as drug-device and biologic-device combination products) when the
device constituent part presents cybersecurity considerations,® including but not limited to
devices that that have a device software function or that contain software (including firmware) or
programmable logic. For more information, contact the FDA review division that will have the
lead review for the combination product.’

As IDE submissions have a different benefit-risk threshold and are not marketing authorizations,
specific recommendations for IDE submission documentation are provided in Appendix 3.
Additionally, Appendix 5 contains terminology used throughout the guidance.

III. Background

FDA recognizes that medical device cybersecurity is a shared responsibility among stakeholders
throughout the use environment of the medical device system, including healthcare facilities,
patients, healthcare providers, and manufacturers of medical devices. For the purposes of this
guidance, the term “medical device system” includes the device and systems—such as healthcare
facility networks, other devices, and software update servers—to which it is connected.

Events across the healthcare sector have stressed the importance of cybersecurity to patient
safety. The WannaCry® ransomware® affected hospital systems and medical devices across the
globe. Vulnerabilities identified in commonly used third-party components, like URGENT/11'°
and SweynTooth,!! have led to potential safety concerns across a broad range of devices that are

521 CFR 3.2(e).

621 CFR 4.2.

7 This guidance has been prepared by CDRH and CBER, in consultation with the Center for Drug Evaluation and
Research (CDER) and the Office of Combination Products (OCP).

8 Additional information on the WannaCry Ransomware attack is available at https:/h-isac.org/may-16-2017-
wannacry-update/

° For the purposes of this guidance, we consider “ransomware” an ever-evolving form of malware designed to
encrypt files on a device, rendering any files and the systems that rely on them unusable. This definition is cited
from the Cybersecurity & Infrastructure Security Agency’s (CISA’s) webpage
https://www.cisa.gov/stopransomware/ransomware-101

10 For more information, see FDA’s Cybersecurity webpage, available at https://www.fda.gov/medical-
devices/digital-health-center-excellence/cybersecurity

' The FDA Safety Communication on the SweynTooth vulnerabilities is available at
https://public4.pagefreezer.com/browse/FDA/08-02-2023T11:48/https:/www.fda.gov/medical-devices/safety-
communications/sweyntooth-cybersecurity-vulnerabilities-may-affect-certain-medical-devices-fda-safety-
communication
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used in various clinical specialties. In 2020, a ransomware attack on a German hospital
highlighted the potential impacts due to delayed patient care when a cybersecurity attack forced
patients to be diverted to another hospital.'?

FDA issued a final cybersecurity guidance addressing premarket expectations in 2014 “Content
of Premarket Submissions for Management of Cybersecurity in Medical Devices,” and the
complementary guidance “Postmarket Management of Cybersecurity in Medical Devices,”!?
hereafter referred to as the “Postmarket Cybersecurity Guidance,” in 2016. However, the rapidly
evolving landscape, an increased understanding of emerging threats, and the need for capable
deployment of mitigations throughout the total product lifecycle (TPLC) warrants an updated,
iterative approach to device cybersecurity. The changes since the 2014 guidance are intended to
further emphasize the importance of ensuring that devices are designed securely, are designed to
be capable of mitigating emerging cybersecurity risks throughout the TPLC, and to more clearly
outline FDA’s recommendations for premarket submission information to address cybersecurity
concerns.

One way these TPLC considerations for devices can be achieved is through the implementation
and adoption of a Secure Product Development Framework (SPDF).'* An SPDF, as described in
this guidance, is a set of processes that reduce the number and severity of vulnerabilities in
products throughout the device lifecycle. Examples of such frameworks exist in many sectors
including the medical device sector.

Risk management for device manufacturers is the essential systematic practice of identifying,
analyzing, evaluating, controlling, and monitoring risk throughout the product lifecycle to ensure
that the devices they manufacture are safe and effective. The Quality System (QS) regulation in
21 CFR Part 820 explicitly addresses risk management activities in 21 CFR 820.30(g). Although
FDA is currently in the process of rulemaking'” to revise the QS regulation, including 21 CFR
820.30(g), should FDA finalize the rule as proposed, the concept of risk management as
described in 21 CFR 820.30(g) would remain.

The recommendations contained in this guidance document are intended to supplement FDA’s
Postmarket Cybersecurity Guidance, “Cybersecurity for Networked Medical Devices Containing

12 Additional information on the German hospital ransomware attack is available at
https://www.wired.co.uk/article/ransomware-hospital-death-germany

13 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/postmarket-
management-cybersecurity-medical-devices

14 See Appendix 5, Terminology.

15 On February 23, 2022, FDA issued a proposed rule to amend the device QS regulation, 21 CFR Part 820, to align
more closely with international consensus standards for devices (87 FR 10119; available at
https://www.federalregister.gov/documents/2022/02/23/2022-03227/medical-devices-quality-system-regulation-
amendments). Specifically, FDA proposed to withdraw the majority of the current requirements in Part 820 and
instead incorporate by reference the 2016 edition of the International Organization for Standardization (ISO) 13485,
Medical devices- Quality management systems- Requirements for regulatory purposes, in Part 820. As stated in that
proposed rule, the requirements in ISO 13485 are, when taken in totality, substantially similar to the requirements of
the current Part 820, providing a similar level of assurance in a firm’s quality management system and ability to
consistently manufacture devices that are safe and effective and otherwise in compliance with the FD&C Act. FDA
intends to finalize this proposed rule expeditiously. When the final rule takes effect, FDA will also update the
references to provisions in 21 CFR Part 820 in this guidance to be consistent with that rule.
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Off-the-Shelf (OTS) Software,”'® and “Content of Premarket Submissions for Device Software
Functions,”!” hereafter referred to as the “Premarket Software Guidance.” This guidance replaces
the 2014 final guidance “Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices.”

The recommendations in this guidance also generally align with or expand upon the
recommendations in the Pre-Market Considerations for Medical Device Cybersecurity section of
the International Medical Device Regulators Forum (IMDRF) final guidance “Principles and
Practices for Medical Device Cybersecurity,”'® issued March 2020.

Additionally, section 3305 of the Consolidated Appropriations Act, 2023, enacted on December
29, 2022, added section 524B “Ensuring Cybersecurity of Medical Devices” to the FD&C Act.
Under section 524B(a) of the FD&C Act, a person who submits a 510(k), PMA, PDP, De Novo,
or HDE for a device that meets the definition of a cyber device, as defined under section 524B(c)
of the FD&C Act, is required to submit information to ensure that cyber devices meet the
cybersecurity requirements under section 524B(b) of the FD&C Act.!? Section 524B(c) of the
FD&C Act defines “cyber device” as a device that “(1) includes software validated, installed, or
authorized by the sponsor as a device or in a device; (2) has the ability to connect to the internet;
and (3) contains any such technological characteristics validated, installed, or authorized by the
sponsor that could be vulnerable to cybersecurity threats.” The recommendations in this
guidance are intended to help manufacturers meet their obligations under section 524B of the
FD&C Act.

IV. General Principles

This section provides general principles for device cybersecurity relevant to device
manufacturers. The principles in this guidance document are important to the improvement of
device cybersecurity and, when followed, are expected to have a positive impact on the safety
and effectiveness of the device. The recommendations in this guidance cover all relevant
cybersecurity considerations that may affect device safety and effectiveness, including but not
limited to software, hardware, and firmware.

A. Cybersecurity is Part of Device Safety and the Quality
System Regulation

Device manufacturers must establish and follow quality systems to help ensure that their
products consistently meet applicable requirements and specifications. The quality systems

16 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-
networked-medical-devices-containing-shelf-ots-software

17 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/guidance-content-
premarket-submissions-software-contained-medical-devices

18 Available at http://www.imdrf.org/docs/imdrf/final/technical/imdrf-tech-200318-pp-mdc-n60.pdf

19 In addition to the cybersecurity requirements set forth in section 524B(b) of the FD&C Act, section 524B(b)(4) of
the FD&C Act requires cyber device manufacturers to comply with any other such requirements FDA sets forth in
regulations “to demonstrate reasonable assurance that the device and related systems are cybersecure.”
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requirements are found in the QS regulation in 21 CFR Part 820. Depending on the device, QS
requirements may be relevant at the premarket stage, postmarket stage,?’ or both.

In the premarket context, in order to demonstrate a reasonable assurance of safety and
effectiveness for certain devices with cybersecurity risks, documentation outputs related to the
requirements of the QS regulation may be one source of documentation to include as part of the
premarket submission.?! This guidance is intended to explain how such documentation that may
be relevant for QS regulation compliance can also be used to show how a sponsor or
manufacturer is addressing cybersecurity considerations relevant to a device. For example, 21
CFR 820.30(a) requires that for all classes of devices automated with software, a manufacturer
must establish and maintain procedures to control the design of the device in order to ensure that
specified design requirements are met (“design controls”). As part of design controls, a
manufacturer must “establish and maintain procedures for validating the device design,” which
“shall include software validation and risk analysis, where appropriate” (21 CFR 820.30(g)). As
part of the software validation and risk analysis required by 21 CFR 820.30(g), software device
manufacturers may need to establish cybersecurity risk management and validation processes,
where appropriate. See also FDA’s guidance titled “Content of Premarket Submissions for
Device Software Functions.”?

Software validation and risk management are key elements of cybersecurity analyses and
demonstrating whether a device has a reasonable assurance of safety and effectiveness. FDA
requires manufacturers to implement development processes that account for and address
software risks throughout the design and development process as part of design controls, as
discussed in FDA'’s regulations regarding design control, which may include cybersecurity
considerations.23 For example, these processes should address the identification of security
risks, the design requirements for how the risks will be controlled, and the evidence that the
controls function as designed and are effective in their environment of use for ensuring adequate
security.

1. A Secure Product Development Framework (SPDF) may be
one way to satisfy the QS regulation

Cybersecurity threats have the potential to exploit one or more vulnerabilities that could lead to
patient harm. The greater the number of vulnerabilities that exist and/or are identified over time

20 In the postmarket context, design controls may also be important to ensure medical device cybersecurity and
maintain medical device safety and effectiveness. FDA recommends that device manufacturers implement
comprehensive cybersecurity risk management programs and documentation consistent with the QS regulation,
including but not limited to complaint handling (21 CFR 820.198), quality audit (21 CFR 820.22), corrective and
preventive action (21 CFR 820.100), software validation and risk analysis (21 CFR 820.30(g)), and servicing (21
CFR 820.200).

2l The recommendations in this guidance are not intended to suggest that FDA will evaluate an applicant’s
compliance with the QS regulation as part of its premarket submission under section 510(k) of the FD&C Act in our
determination of a device’s substantial equivalence, as this is not a requirement for such decision under section
513(i) of the FD&C Act. This guidance is intended to explain how FDA evaluates the performance of device
cybersecurity and the cybersecurity outputs of activities that are part and parcel of QS regulation compliance, and
explain how the QS regulation can be leveraged to demonstrate these performance outputs.

22 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/guidance-content-
premarket-submissions-software-contained-medical-devices

23 See 21 CFR 820.30.
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in a system in which a device operates, the easier a threat can compromise the safety and
effectiveness of the medical device. An SPDF is a set of processes that help identify and reduce
the number and severity of vulnerabilities in products. An SPDF encompasses all aspects of a
product’s lifecycle, including design, development, release, support, and decommission.
Additionally, using SPDF processes during device design may prevent the need to re-engineer
the device when connectivity-based features are added after marketing and distribution, or when
vulnerabilities resulting in uncontrolled risks are discovered. An SPDF can be integrated with
existing processes for product and software development, risk management, and the quality
system at large.

Using an SPDF is one approach to help ensure that the QS regulation is met. Because of its
benefits in helping comply with the QS regulation and cybersecurity, FDA encourages
manufacturers to use an SPDF, but other approaches might also satisfy the QS regulation.

B. Designing for Security

When reviewing premarket submissions, FDA intends to assess device cybersecurity based on a
number of factors, including, but not limited to, the device’s ability to provide and implement the
security objectives below throughout the device architecture. The security objectives below
generally may apply broadly to devices within the scope of this guidance, including, but not
limited to, devices containing artificial intelligence and machine learning (AI/ML) and cloud-
based services.

Security Objectives:

e Authenticity, which includes integrity;

e Authorization;

e Availability;

e Confidentiality; and

e Secure and timely updatability and patchability.

Premarket submissions should include information that describes how the above security
objectives are addressed by and integrated into the device design. The extent to which security
requirements, architecture, supply chain, and implementation are needed to meet these objectives
will depend on but may not be limited to:

The device’s intended use, indications for use, and reasonably foreseeable misuse;
The presence and functionality of its electronic data interfaces;

Its intended and actual environment of use;**

The risks presented by cybersecurity vulnerabilities;

The exploitability of the vulnerabilities; and

The risk of patient harm due to vulnerability exploitation.

24 Manufacturers may not be able to account for all potential environments of use, but should consider the range of
use environments and ensure the risks are identified and controlled for the worst-case environments of use (e.g.,
least secure expected network configuration(s)).
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SPDF processes aim to reduce the number and severity of vulnerabilities and thereby reduce the
exploitability of a medical device system and the associated risk of patient harm. Because
exploitation of known vulnerabilities or weak cybersecurity controls should be considered
reasonably foreseeable failure modes for medical device systems, these factors should be
addressed in the device design.? One of the key benefits of using an SPDF is that a medical
device system is more likely to be secure by design, such that the device is designed from the
outset to be secure within its system and/or network of use throughout the device lifecycle.

C. Transparency

A lack of cybersecurity information, such as information necessary to integrate the device into
the use environment, as well as information needed by users to maintain the medical device
system’s cybersecurity over the device lifecycle, has the potential to affect the safety and
effectiveness of a device. In order to address these concerns, it is important for device users to
have access to information pertaining to the device’s cybersecurity controls, potential risks to the
medical device system, and other relevant information. For example:

e A failure to disclose all of the communication interfaces or third-party software could fail
to convey potential sources of risks;

¢ Insufficient information pertaining to whether a device has known but not disclosed
cybersecurity vulnerabilities or risks may be relevant to determining whether a device’s
safety or effectiveness could be degraded; and/or

e Labeling that does not include sufficient information to explain how to securely configure
or update the device may limit the ability of end users to appropriately manage and
protect the medical device system.

This information and other relevant information are important in helping users understand a
medical device system’s resilience to cybersecurity threats, the threats that it may be exposed to,
and how those threats may be prevented or mitigated. Without it, cybersecurity risks could be
undisclosed, inappropriately identified, or inappropriately responded to, among other potential
impacts, which could lead to compromises in device safety and effectiveness.

FDA believes that the cybersecurity information discussed in this guidance is important for the
safe and effective use of devices and should be included in device labeling, as discussed below in
Section VI.

D. Submission Documentation

Device cybersecurity design and documentation are expected to scale with the cybersecurity risk
of that device. Manufacturers should take into account the larger system in which the device may
be used. For example, a cybersecurity risk assessment performed on a simple, non-connected
thermometer may conclude that the risks are limited, and therefore such a device needs only a
limited security architecture (i.e., addressing only device hardware and software) and few
security controls based on the technical characteristics and design of the device. However, if a

25 For more information on reasonably foreseeable misuse, see the IMDRF final guidance “Principles and Practices
for Medical Device Cybersecurity” available at http://www.imdrf.org/docs/imdrf/final/technical/imdrf-tech-200318-

pp-mdc-n60.pdf
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thermometer is used in a safety-critical control loop, or is connected to networks or other
devices, then the cybersecurity risks for the device are considered to be greater and more
substantial design controls should result. Submitters should consider including in premarket
submissions to FDA documentation generation from those design controls used during the
development of a device with cybersecurity risks as a way to demonstrate reasonable assurance
of safety and effectiveness. This guidance identifies the cybersecurity information FDA
recommends to help support a premarket submission for devices within the scope of this
guidance.?

As cybersecurity is part of device safety and effectiveness, cybersecurity controls established
during premarket development should also take into consideration the intended and actual use
environment (see Section IV.B.). Cybersecurity risks evolve over time and as a result, the
effectiveness of cybersecurity controls may degrade as new risks, threats, and attack methods
emerge. In the 510(k) context, FDA evaluates the cybersecurity information submitted and the
protections the cybersecurity controls provide in demonstrating substantial equivalence (see
section 513(i) of the FD&C Act and 21 CFR 807.100(b)(2)(ii)(B)).?’

In addition, inadequate cybersecurity information in the device labeling may cause a device to be
misbranded under section 502(f) of the FD&C Act if its labeling does not bear adequate
directions for use or under section 502(j) of the FD&C Act because it is dangerous to health
when used in the manner recommended or suggested in the labeling, among other possible
violations. For cyber devices, failure to comply with any requirement under section 524B(b)(2)
(relating to ensuring device cybersecurity) is considered a prohibited act under section 301(q) of
the FD&C Act.

The cybersecurity information being recommended to be included in submissions as detailed in
this guidance is based on risks due to cybersecurity, not on any other criteria or level of
risk/concern established in a separate FDA guidance (e.g., the risk-based approach in the
Premarket Software Guidance to help determine a device’s Documentation Level). For example,
a device that is determined to have a greater software risk may only have a small cybersecurity
risk due to how the device is designed. Likewise, a device with a smaller software risk may have
a significant cybersecurity risk. Therefore, the recommendations in this guidance regarding
information to be submitted to the FDA are intended to address the cybersecurity risk, as
assessed by the cybersecurity risk assessment during development of a device, and are expected
to scale based on the cybersecurity risk. The premarket submission documentation
recommendations throughout this guidance apply to all premarket submissions and are intended
to be used to support FDA’s assessment of a device’s safety and effectiveness.

26 As previously discussed, section 524B of the FD&C Act requires the submission of certain documentation for
cyber devices.

27 For more information regarding the substantial equivalence review standard, please refer to FDA’s guidance, “The
510(k) Program: Evaluating Substantial Equivalence in Premarket Notifications [510(k)],” available at
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/510k-program-evaluating-substantial-
equivalence-premarket-notifications-510k
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For cyber devices, some of the information recommended in this guidance may help
manufacturers meet their obligations for what is required to be in premarket submissions under
section 524B.

V. Using an SPDF to Manage Cybersecurity Risks

The documentation recommended in this guidance is based on FDA’s experience evaluating the
safety and effectiveness of devices with cybersecurity vulnerabilities. However, sponsors may
use alternative approaches and provide different documentation so long as their approach and
documentation satisfy premarket submission requirements in applicable statutory provisions and
regulations. The increasingly interconnected nature of medical devices has demonstrated the
importance of addressing cybersecurity risks associated with device connectivity in device
design because of the effects on safety and effectiveness.?® Cybersecurity risks to the medical
device or to the larger medical device system can be reasonably controlled through using an
SPDF.

The primary goal of using an SPDF is to manufacture and maintain safe and effective devices.
From a security standpoint, these are also trustworthy and resilient devices. These devices can
then be managed (e.g., installed, configured, updated, review of device logs) through the device
design and associated labeling by the device manufacturers and/or users (e.g., patients,
healthcare facilities). For healthcare facilities, these devices can also be managed within their
own cybersecurity risk management frameworks, such as the National Institute of Standards and
Technology (NIST) Framework for Improving Critical Infrastructure Cybersecurity, generally
referred to as the NIST Cybersecurity Framework or NIST CSF.%

FDA recommends that manufacturers use device design processes such as those described in the
QS regulation to support secure product development and maintenance. To preserve flexibility
for manufacturers, manufacturers may use other existing frameworks that satisfy the QS
regulation and align with FDA’s recommendations for using an SPDF. Possible frameworks to
consider include, but are not limited to the medical device-specific framework that can be found
in the Medical Device and Health IT Joint Security Plan (JSP)3° and IEC 81001-5-1.
Frameworks from other sectors may also comply with the QS regulations, like the framework
provided in ANSI/ISA 62443-4-1 Security for industrial automation and control systems Part 4-
1: Product security development life-cycle requirements.>!

The following subsections provide recommendations for using SPDF processes that FDA
believes provide important considerations for the development of devices that are safe and
effective, how these processes can complement the QS regulation, and the documentation FDA
recommends manufacturers provide for review as part of premarket submissions. The

28 Addressing cybersecurity risks is in addition to addressing other risks, including software, biocompatibility,
sterilization, and electromagnetic compatibility, among others.

2 For more information, please see the NIST Cybersecurity Framework available at
https://www.nist.gov/cyberframework

30 Medical Device and Health IT Joint Security Plan (JSP) is available at https://healthsectorcouncil.org/the-joint-
security-plan/

31 ANSI/ISA-62443-4-1 Security for industrial automation and control systems Part 4-1: Product security
development life-cycle requirements outlines a secure product development lifecycle similar to that of the JSP.
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information in these sections do not represent a complete SPDF. For more information on
SPDFs, see earlier in Section V. In addition, FDA does not recommend that manufacturers
discontinue existing, effective processes.

A. Security Risk Management

To fully account for cybersecurity risks in medical device systems, the safety and security risks
of each device should be assessed within the context of the larger system in which the device
operates. In the context of cybersecurity, security risk management processes are critical
because, given the evolving nature of cybersecurity threats and risks, no device is, or can be,
completely secure. Security risk management should be an integrated part of a manufacturer’s
entire quality system, addressed throughout the TPLC.?? The quality system processes entail the
technical, personnel, and management practices, among others, that manufacturers use to manage
potential risks to their devices and ensure that their devices are, and once on the market, remain,
safe and effective, which includes security.

Performing security risk management is distinct from performing safety risk management as
described in ISO 14971. The distinction in the performance of these processes is due to the fact
that in the security context versus the safety context, the scope of possible harm and the risk
assessment factors may be different. Also, while safety risk management focuses on physical
injury, damage to property or the environment, or delay and/or denial of care due to device or
system unavailability, security risk management may include risks that can result in indirect or
direct patient harm. Additionally, risks that are outside of FDA’s assessment of safety and
effectiveness, such as those related to business or reputational risks, may also exist.

The scope and objective of a security risk management process, in conjunction with other SPDF
processes (e.g., security testing), is to expose how threats, through vulnerabilities, can manifest
patient harm and other potential risks. These processes should also ensure that risk control
measures for one type of risk assessment do not inadvertently introduce new risks in the other.
For example, AAMI TIR57 details how the security and safety risk management processes
should interface to ensure all risks are adequately assessed.*® FDA recommends that security risk
management processes, as detailed in the QS regulation,** be established or incorporated into
those that already exist, and should address the manufacturer’s design, manufacturing, and
distribution processes, as well as updates across the TPLC. The processes in the QS regulation
which may be relevant in this context include, but are not limited to design controls (21 CFR
820.30), validation of production processes (21 CFR 820.70), and corrective and preventive
actions (21 CFR 820.100) to ensure both safety and security risks are adequately addressed. For
completeness in performing risk analyses under 21 CFR 820.30(g), FDA recommends that
device manufacturers conduct both a safety risk assessment and a separate, accompanying
security risk assessment to ensure a more comprehensive identification and management of
patient safety risks.

32 The TPLC processes include design and development, manufacturing, postmarket monitoring, delivering device
software and firmware updates, and servicing, among others.

33 AAMI TIRS7 Principles for medical device security—Risk management describes the security risk management
process and how the security risk management process should have links into the safety risk management process
and vice versa.

3421 CFR 820.
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A device should be designed to eliminate or mitigate known vulnerabilities. For marketed
devices, if comprehensive design mitigations are not possible, compensating controls should be
considered. For all devices, when any known vulnerabilities are only partially mitigated or
unmitigated by the device design, they should be assessed as reasonably foreseeable risks in the
risk assessment and be assessed for additional control measures or risk transfer®® to the
user/operator, or, if necessary, the patient. Risk transfer, if appropriate, should only occur when
all relevant risk information is known, assessed, and appropriately communicated to users and
includes risks inherited from the supply chain as well as how risk transfer will be handled when
the device or manufacturer-controlled assets of the medical device system reaches end of support
and end of life and whether or how the user is able to take on that role (e.g., if the user may be a
patient).

To document the security risk management activities for a medical device system, FDA
recommends that manufacturers generate a security risk management plan and report such as that
described in AAMI TIR57.3¢ Manufacturers should include their security risk management
reports—including the outputs of their security risk management processes—in their premarket
submissions to help demonstrate the safety and effectiveness of the device. A security risk
management report, such as that described in that in AAMI TIR57, should be sufficient to
support the security risk management process aspect of demonstrating a reasonable assurance of
safety and effectiveness. Such report should include the documentation elements for the system
threat modeling, cybersecurity risk assessment, Software Bill of Materials (SBOM), component
support information, vulnerability assessments, and unresolved anomaly assessment(s) described
in the sections below.?” In the subsections below, we discuss FDA’s recommendations regarding
the scope and/or content of specific security risk management documentation elements.

In addition to containing the documentation elements listed above, the security risk management
report should:

e Summarize the risk evaluation methods and processes,

e Detail the residual risk conclusion from the security risk assessment,

e Detail the risk mitigation activities undertaken as part of a manufacturer’s risk
management processes, and

e Provide traceability between the threat model, cybersecurity risk assessment, SBOM, and
testing documentation as discussed later in this guidance as well as other relevant
cybersecurity risk management documentation.

35 For the purposes of this guidance, we consider “risk transfer” to include actions taken to manage risk that shifts
some or all of the risk to another user, asset, system, network, or geographic area. This definition is adapted from the
DHS Risk Lexicon available at https://www.cisa.gov/resources-tools/resources/dhs-risk-lexicon

36 Details on the content for security risk management plans and reports beyond those specifically identified can be
found in AAMI TIRS7 Principles for medical device security—Risk management.

37 While security architecture is likely captured as a component of the security risk management process, it is
discussed separately for the purposes of this guidance due to the level of detail recommended to be provided by
manufacturers in order to facilitate FDA review of the safety and effectiveness of the device.
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1. Threat Modeling

Threat modeling includes a process for identifying security objectives, risks, and vulnerabilities
across the medical device system, and then defining countermeasures to prevent, mitigate,
monitor, or respond to the effects of threats to the medical device system throughout its lifecycle.
It is foundational for optimizing system, product, network, application, and connection security
when applied appropriately and comprehensively.

With respect to security risk management, and in order to identify appropriate security risks and
controls for the medical device system, FDA recommends that threat modeling be performed to
inform and support the risk analysis activities. As part of the risk assessment, FDA recommends
threat modeling be performed throughout the design process and be inclusive of all medical
device system elements.

The threat model should:

e Identify medical device system risks and mitigations as well as inform the pre- and
post-mitigation risks considered as part of the cybersecurity risk assessment;

e State any assumptions about the medical device system or environment of use (e.g.,
hospital networks are inherently hostile, therefore manufacturers are recommended to
assume that an adversary controls the network with the ability to alter, drop, and replay
packets); and

e Capture cybersecurity risks introduced through the supply chain, manufacturing,
deployment, interoperation with other devices, maintenance/update activities, and
decommission activities that might otherwise be overlooked in a traditional safety risk
assessment process.

FDA recommends that premarket submissions include threat modeling documentation to
demonstrate how the medical device system has been analyzed to identify potential security risks
that could impact safety and effectiveness. There are a number of methodologies and/or
combinations of methods for threat modeling that manufacturers may choose to use.*® Rationale
for the methodology(ies) selected should be provided with the threat modeling documentation.
Additional recommendations on how threat modeling documentation should be submitted to
FDA are discussed in Section V.B. below.

Threat modeling activities can be performed and/or reviewed during design reviews. FDA
recommends that threat modeling documentation include sufficient information on threat
modeling activities performed by the manufacturer to assess and review the security features
built into the device such that they holistically evaluate the device and the system in which the
device operates, for the safety and effectiveness of the device.

38 The MDIC/MITRE Playbook for Threat Modeling Medical Devices is an educational resource that discusses the
threat modeling process, different threat modeling techniques, and provides fictional medical device examples. The
playbook is available at https://www.mitre.org/news-insights/publication/playbook-threat-modeling-medical-devices
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2. Cybersecurity Risk Assessment

As a part of security risk management, security risks and controls should be assessed for residual
risks as part of a cybersecurity risk assessment. Effective security risk assessments address the
fact that cybersecurity-related failures can occur either intentionally or unintentionally.
Accordingly, cybersecurity risks are difficult to predict, meaning that it is not possible to assess
and quantify the likelihood of an incident occurring based on historical data or modeling (also
known as a “probabilistic manner”). This non-probabilistic approach is not the fundamental
approach performed in safety risk management under ISO 14971 and further underscores why
safety and security risk management are distinct but connected processes. Instead, security risk
assessment processes focus on exploitability, or the ability to exploit vulnerabilities present
within a device and/or system. FDA recommends that manufacturers assess identified risks
according to the level of risk posed from the device and the system in which it operates.
Additional discussion on exploitability assessments for the security risk assessment can be found
in the FDA’s Postmarket Cybersecurity Guidance.

The premarket assessment of exploitability of a cybersecurity risk may be different from the
exploitability assessment of a vulnerability discovered postmarket. For example, some of the
exploitability factors discussed in the Postmarket Cybersecurity Guidance (e.g., Exploit Code
Maturity, Remediation Level, Report Confidence)*” may not be applicable to unreleased
software. In these instances, a premarket exploitability assessment could either assume a worst-
case assessment and implement appropriate controls, or provide a justification for a reasonable
exploitability assessment of the risk throughout the TPLC and how the risk is controlled.

Acceptance criteria for cybersecurity risks should carefully consider the TPLC of the medical
device system, as it might be more difficult to mitigate cybersecurity issues once the device is
marketed. As discussed above in Sections IV.B. and V.A., known vulnerabilities should be
assessed as reasonably foreseeable risks. The cybersecurity risk assessment for vulnerabilities
identified during cybersecurity testing should also consider the TPLC of the device as the
exploitability of the vulnerability is likely to increase over the device lifecycle. If a vulnerability
scan or penetration tester, for example, was able to exploit a vulnerability, the ability of a threat
actor to exploit that vulnerability is likely to increase over the device lifecycle. Furthermore,
vulnerabilities identified in Cybersecurity and Infrastructure Security Agency (CISA) Known
Exploited Vulnerabilities Catalog*’ should be designed out of the device, as they are already
being exploited and expose the medical device system and users to the risk.

FDA recommends that the cybersecurity risk assessment provided in premarket submissions
should capture the risks and controls identified from the threat model. The methods used for
scoring the risk pre- and post-mitigation and the associated acceptance criteria as well as the
method for transferring security risks into the safety risk assessment process should also be
provided as part of the premarket submission.

3 These factors of exploitability are from the Common Vulnerability Scoring System (CVSS) Version 3.0 as
identified in the Postmarket Cybersecurity Guidance (available at https://www.fda.gov/regulatory-
information/search-fda-guidance-documents/postmarket-management-cybersecurity-medical-devices). Additional
information on CVSS is available at https://www.first.org/cvss/

40 Available at https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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3. Interoperability Considerations

Interoperability is an important consideration when assessing the cybersecurity of the end-to-end
medical device system. As identified in the FDA guidance “Design Considerations and
Premarket Submission Recommendations for Interoperable Medical Devices,”*! hereafter
referred to as the “Interoperability Guidance,” interoperable medical devices have the ability to
exchange and use information through an electronic interface with another medical or
nonmedical product, system, or device.

As part of a medical device system, a device may have cybersecurity considerations from
interoperable functionality, including but not limited to interfaces with:

e Other medical devices and accessories;

e ‘Other functions’ as identified in the FDA’s guidance “Multiple Function Device
Products: Policy and Considerations;”*

e Interoperability with healthcare infrastructure (e.g., network, Electronic Medical Records,
medical imaging systems); and

e General purpose computing platforms.

While cybersecurity controls may increase the complexity of interfaces to allow for
interoperability, when properly implemented, the cybersecurity controls can help assure that
these capabilities remain safe and effective. Cybersecurity controls should be used as a means to
allow for the safe and effective exchange and use of information. Additionally, cybersecurity
controls should not be intended to prohibit a user from accessing their device data.

When common technology and communication protocols are used to enable interoperability
(e.g., Bluetooth, Bluetooth Low Energy, network protocols), device manufacturers should assess
whether added security controls beneath such communication are needed to ensure the safety and
effectiveness of the device (e.g., added security controls beneath Bluetooth Low Energy to
protect against risks if vulnerabilities in the Bluetooth Low Energy protocol or supporting
technology are discovered).

In addition to the recommendations in the Interoperability Guidance, manufacturers should
consider the appropriate cybersecurity risks and controls associated with the interoperability
capabilities and document these considerations as recommended throughout this guidance.

4. Third-Party Software Components

As discussed in the FDA guidances “Off-The-Shelf (OTS) Software Use in Medical Devices”*
and “Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS) Software,”
medical devices commonly include third-party software components,* including off-the-shelf

41 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/design-considerations-
and-pre-market-submission-recommendations-interoperable-medical-devices

42 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/multiple-function-
device-products-policy-and-considerations

43 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/shelf-software-use-
medical-devices

4 The use of “component” in this guidance is consistent with the definition in 21 CFR 820.3.
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and open source software. When these components are incorporated, security risks of the
software components should become factors of the overall medical device system risk
management processes and documentation.

As part of demonstrating compliance with design controls under 21 CFR 820.30(g), and to
support supply chain risk management processes, all software, including those developed by the
device manufacturer (“proprietary software”) or obtained from third parties, should be assessed
for cybersecurity risk. Device manufacturers should document all software components of a
device and address or otherwise mitigate risks associated with these software components.

In addition, under 21 CFR 820.50, a manufacturer must put in place processes and controls to
ensure that its suppliers conform to the manufacturer’s requirements. Such information is
documented in the Design History File, required by 21 CFR 820.30(j), and Device Master
Record, required by 21 CFR 820.181. This documentation demonstrates the device’s overall
compliance with the QS regulation, as well as that the third-party components meet
specifications established for the device. Security risk assessments that include analyses and
considerations of cybersecurity risks that may exist in or be introduced by third-party software
and the software supply chain may help demonstrate that manufacturers have adequately ensured
such compliance and documented such history.

Software is updated over time to provide additional features, address security concerns, and
otherwise be maintained. These changes may introduce new considerations or risks that must be
accounted for as part of risk management. As a result, device manufacturers should establish and
maintain custodial control of device source code (the original “copy” of the software) throughout
the lifecycle of a device as part of configuration management.*> This may be accomplished
through different methods, such as source code escrow or source code backups, among others.*®

Manufacturers may not have control of source code due to licensing restrictions, terms of
supplier agreements, or other challenges. While source code is not required to be provided in
premarket submissions, manufacturers should include plans for how third-party software
components could be updated or replaced if support ends or other software issues arise in
premarket submissions. The device manufacturer should also provide users with whatever
information they may need in the device labeling to allow them to manage risks associated with
the software components, including known vulnerabilities, configuration specifications, and
other relevant security and risk management considerations.

One tool to help manage supply chain risk as well as clearly identify and track the software
incorporated into a device is an SBOM, as described below.

45 While some suppliers may not grant access to source code, manufacturers may consider adding to their purchasing
controls acquisition of the source code should the purchased software reach end of support or end of life from the
supplier earlier than the intended end of support or end of life of the medical device.

46 Source code escrow involves depositing a copy of a relevant piece of software's source code (and related technical
components and documentation) with an independent third party (“escrow agent”). Source code backup involves
storing (and updating as needed) a separate copy of the source code.
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(a) Software Bill of Materials (SBOM)
An SBOM can aid in the management of cybersecurity risks that exist throughout the software
stack. A robust SBOM includes both the device manufacturer-developed components and third-
party components, including purchased/licensed software and open-source software, and the
upstream software dependencies that are required/depended upon by proprietary,
purchased/licensed, and open-source software.

An SBOM helps facilitate risk management processes by providing a mechanism to identify
devices and the systems in which they operate that might be affected by vulnerabilities in the
software components, both during development when software is being chosen as a component
and after it has been placed into the market throughout all other phases of a product’s life.*’

Because vulnerability management is a critical part of a device’s security risk management
processes, an SBOM or an equivalent capability should be maintained as part of the device’s
configuration management, be regularly updated to reflect any changes to the software in
marketed devices, and should support documentation, such as the types detailed in 21 CFR
820.30(j) (Design History File) and 820.181 (Device Master Record).

To assist FDA’s assessment of the device risks and associated impacts on safety and
effectiveness related to cybersecurity, FDA recommends that premarket submissions include
SBOM documentation as outlined below. For cyber devices, an SBOM is required (see section
524B(b)(3) of the FD&C Act). SBOMs can also be an important tool for transparency with users
of potential risks as part of labeling as addressed later in Section V1.

(b) Documentation Supporting Software Bill of Materials
FDA’s guidance documents “Off-The-Shelf (OTS) Software Use in Medical Devices”*® and
“Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS) Software”*
describe information that should be provided in premarket submissions for software components
for which a manufacturer cannot claim complete control of the software lifecycle. In addition to
the information recommended in those guidances, manufacturers should provide machine-
readable SBOMs consistent with the minimum elements (also referred to as “baseline attributes™)
identified in the October 2021 National Telecommunications and Information Administration
(NTIA) Multistakeholder Process on Software Component Transparency document “Framing
Software Component Transparency: Establishing a Common Software Bill of Materials

(SBOM).”*°

In addition to the minimum elements identified by NTIA, for each software component
contained within the SBOM, manufacturers should include in the premarket submission:

47 For additional information, see the Department of Commerce National Telecommunications and Information
Administration’s multi-stakeholder process for software transparency, available at
https://www.ntia.doc.gov/SoftwareTransparency

48 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/shelf-software-use-
medical-devices

4 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-
networked-medical-devices-containing-shelf-ots-software

30 Available at https://ntia.gov/sites/default/files/publications/ntia_sbom_framing 2nd_edition 20211021 0.pdf
CISA will be providing future updates to this document.
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e The software level of support provided through monitoring and maintenance from the
software component manufacturer (e.g., the software is actively maintained, no longer
maintained, abandoned); and

e The software component’s end-of-support date.

When provided, manufacturers may choose to provide these additional elements as part of the
SBOM, or they may provide it separately, such as in an addendum. Industry-accepted formats of
SBOMs are encouraged.

If a manufacturer is unable to provide the SBOM information to FDA, the manufacturer should
provide a justification for why the information cannot be included in the premarket submission.

As part of the premarket submission, manufacturers should also identify all known
vulnerabilities associated with the device and the software components, including those
identified in CISA’s Known Exploited Vulnerabilities Catalog.>! For each known vulnerability,
manufacturers should describe how the vulnerabilities were discovered to demonstrate whether
the assessment methods were sufficiently robust. For components with known vulnerabilities,
device manufacturers should provide in premarket submissions:

e A safety and security risk assessment of each known vulnerability (including device and
system impacts); and

e Details of applicable safety and security risk controls to address the vulnerability. If risk
controls include compensating controls, those should be described in an appropriate level
of detail.

For additional information and discussion regarding proprietary and third-party components, see
Section V.B.2., Security Architecture Views, below.

5. Security Assessment of Unresolved Anomalies

FDA'’s Premarket Software Guidance, recommends that device manufacturers provide a list of
software anomalies that exist in a product at the time of submission. For each of these anomalies,
FDA recommends that device manufacturers conduct an evaluation of the anomaly’s impact on
the device’s safety and effectiveness, and consult the Premarket Software Guidance to assess the
associated documentation recommended for inclusion in such device’s premarket submission.

Some anomalies discovered during development or testing may have security implications and
may also be considered vulnerabilities. As a part of ensuring a complete security risk assessment
under 21 CFR Part 820.30(g), the assessment for impacts to safety and effectiveness may include
an assessment for the potential security impacts of anomalies. The assessment should also
include consideration of any present Common Weakness Enumeration (CWE) categories.>>

5! Available at https://www.cisa.gov/known-exploited-vulnerabilities-catalog
52 Examples of SW91 defect classification mapped to CWE can be found in Annex D of AAMI SW91 Classification
of Defects in Health Software. Additional information on CWE categories can be found at https://cwe.mitre.org/
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For example, a clinical user may inadvertently reveal the presence of a previously unknown
software anomaly during normal use, where the impact of the anomaly might occur sporadically
and be assessed to be acceptable from a software risk perspective. Conversely, a threat might
seek out these types of anomalies, and identify means to exploit them in order to manifest the
anomaly’s impact continuously, which could significantly impact the acceptability of the risk
when compared to an anomaly assessment that didn’t include security considerations.

The criteria and rationales for addressing the resulting anomalies with security impacts should be
provided as part of documentation in the premarket submission.

6. TPLC Security Risk Management

Cybersecurity risks may continue to be identified throughout the device’s TPLC. Manufacturers
should ensure they have appropriate resources to identify, assess, and mitigate cybersecurity
vulnerabilities as they are identified throughout the supported device lifecycle.

As part of using an SPDF, manufacturers should update their security risk management
documentation as new information becomes available, such as when new threats, vulnerabilities,
assets, or adverse impacts are discovered during development and after the device is released.
When maintained throughout the device lifecycle, this documentation (e.g., threat modeling) can
be used to quickly identify vulnerability impacts once a device is released and, when appropriate,
to support timely corrective and preventive action activities described in 21 CFR 820.100.

Over the service life of a device, FDA recommends that the risk management documentation
account for any differences in the risk management for fielded devices (e.g., marketed devices or
devices no longer marketed but still in use). For example, if an update is not applied
automatically for all fielded devices, then there will likely be different risk profiles for differing
software configurations of the device. FDA recommends that vulnerabilities be assessed for any
differing impacts for all fielded versions to ensure patient risks are being accurately assessed.
Additional information as to whether a new premarket submission (e.g., PMA, PMA supplement,
or 510(k)) or 21 CFR Part 806 reporting is needed based on postmarket vulnerabilities and
general postmarket cybersecurity risk management is discussed in the Postmarket Cybersecurity
Guidance.

To demonstrate the effectiveness of a manufacturer’s processes, FDA recommends that a
manufacturer track and record the measures and metrics below,>® and provide them in premarket
submissions and PMA annual reports (21 CFR 814.84), when available.>* Selecting appropriate
measures and metrics for the processes that define an SPDF is important to ensure that device
design appropriately addresses cybersecurity in compliance with the QS regulation. At a
minimum, FDA recommends tracking the following measures and metrics, or those that provide
equivalent information:

33 The measures and metrics provided are examples; alternative or additional measures and metrics may also be
considered and reported.

34 If a manufacturer has not marketed prior versions or the premarket submission does not pertain to a marketed
product (e.g., PMA supplement), FDA acknowledges that these measures and metrics might not be available, but
recommends that manufacturers include these as part of their risk management plan and SPDF processes.
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e Percentage of identified vulnerabilities that are updated or patched (defect density);

e Duration from vulnerability identification to when it is updated or patched; and

e Duration from when an update or patch is available to complete implementation in
devices deployed in the field, to the extent known.

Averages of the above measures should be provided if multiple vulnerabilities are identified and
addressed. These averages may be provided over multiple time frames based on volume or in
response to process or procedure changes to increase efficiencies of these measures over time.

B. Security Architecture

Manufacturers are responsible for identifying cybersecurity risks in their devices and the systems
in which they expect those devices to operate, and implementing the appropriate controls to
mitigate those risks. These risks may include those introduced by device reliance on hospital
networks, cloud infrastructure, or “other functions” (as defined in FDA’s guidance Multiple
Function Device Products: Policy and Considerations), for example. A security architecture, like
a system architecture, defines the system and all end-to-end con