9th Circ. Leaves Scope Of CIPA Applicability Unclear
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The California Legislature passed the California Invasion of Privacy
Act in 1967 to address advances in science and technology that
"have led to the development of new devices and techniques for the
purpose of eavesdropping upon private communications," as noted in
California Penal Code, Section 630.

In other words, CIPA sought to combat the then-newly prevalent
practice of wiretapping phone calls.

Today, the majority of CIPA claims do not concern wiretapping phone
calls. Instead, litigants most often bring CIPA claims alleging that
companies and website operators improperly recorded, stored and/or
shared customer communications over the internet in violation of the
statute.

But whether all of CIPA's provisions actually apply to internet activity
has never been addressed by the Supreme Court of California. And
after three recent U.S. Court of Appeals for the Ninth

Circuit decisions declined to directly address the issue, the extent to
which CIPA applies to internet communications remains an open
question. William Ridgway

Section 631(a) of CIPA prohibits three primary forms of conduct.

First, it prohibits "intentionally tap[ping], or mak[ing] any unauthorized connection, whether
physically, electrically, acoustically, inductively, or otherwise, with any telegraph or
telephone wire, line, cable, or instrument."[1]

Second, it does not allow "read[ing], or attempt[ing] to read, or ... learn[ing] the contents
or meaning of any message, report, or communication while the same is in transit or
passing over any wire, line, or cable," absent consent or authorization.[2]

Third, it precludes "us[ing], or attempt[ing] to use, in any manner, or for any purpose, or ...
communicat[ing] in any way, any information so obtained."[3]

In addition to prohibiting these three primary forms of conduct, CIPA also disallows
"aid[ing], agree[ing] with, employ[ing], or conspir[ing] with any person" to commit one of
the three primary acts.[4]

In 2022, in an unpublished, nonprecedential memorandum disposition, the Ninth Circuit
stated in dicta and without analysis that, "[t]hough written in terms of wiretapping, Section
631(a) applies to Internet communications."[5] But nothing on the face of the statute
indicates that it necessarily applies — at least in its entirety — to internet communications.

Most litigants have assumed that the second and third primary forms of prohibited conduct
encompass activity on the internet because they broadly prohibit reading or attempting to
read messages in transit, as well as using or attempting to use any information "so
obtained."
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The same is not necessarily true for the first category of prohibited conduct. The first clause
of Section 631(a) bars tapping or making an unauthorized connection only with "any
telegraph or telephone wire, line, cable, or instrument," a restriction the statute does not
repeat for the second and third categories of conduct. This issue — whether the first clause
of Section 631(a) applies to internet activity — was presented to the Ninth Circuit in a series
of three recent cases in June. The court, however, declined to directly answer the question.

First, in Gutierrez v. Converse Inc., the plaintiff alleged that Converse unlawfully aided and
abetted Salesforce, a third party that helped operate Converse's website chat function, in
obtaining unauthorized communications that the plaintiff directed to Converse's website.
The U.S. District Court for the Central District of California granted summary judgment to
Converse and the plaintiff appealed.

On appeal, Converse argued that the judgment should be affirmed as to the plaintiff's first-
clause claim because, as a matter of law, the first clause does not apply to internet activity.
In July, the court did not adopt that argument, however, affirming instead on the ground
that the "record is devoid of evidence that Salesforce made an unauthorized connection
through a telephone wire, line, cable, or instrument."

Thus, the court did not hold as a matter of law that the first clause of Section 631(a) can
never apply to internet communications, only that this particular plaintiff failed to adduce
any evidence that the internet activity at issue involved a connection through a "telephone
wire, line, cable, or instrument."

In a concurring opinion, U.S. Circuit Judge Jay S. Bybee wrote that he would have decided
the first clause claim on the "different and more obvious" basis that "[Section] 631(a)'s first
clause does not apply to internet communications." But the other two panel members
declined to join Judge Bybee on that point.

Second, in Thomas v. Papa John's International Inc., the plaintiff alleged that Papa John's
violated the first clause of Section 631(a) by "eavesdropping and learning the content of its
users' communications" through the use of a so-called session replay code on the Papa
John's website. Rather than address whether the first clause of Section 631(a) extends to
such internet conduct, the court affirmed dismissal on another ground: that "a party to a
conversation cannot be liable under section 631 for 'eavesdropping' on its own
conversation."

In other words, because the plaintiff was necessarily communicating with Papa John's when
the plaintiff entered information on Papa John's website, Papa John's could not be liable for
eavesdropping on a conversation in which it was a known party.

Third, in Mikulsky v. Bloomingdale's LLC, the court reversed the dismissal of the plaintiff's
claim, holding that the complaint sufficiently alleged that Bloomingdale's aided and abetted
third-party providers of session replay code to enable them to "read, attempt to read, or to
learn” the contents of messages that were in transit. But that claim arose under the second
clause of Section 631(a), not the first clause, and the plaintiff did not argue that the second
clause did not extend to internet activity.

Following these decisions, it remains an open question whether the first clause of Section
631(a) properly applies to internet communications. Given this uncertainty, we recommend
the following for companies that are seeking to minimize CIPA litigation risk.

First, companies should expect that plaintiffs will continue pursuing claims under the first
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clause of Section 631(a) based on internet communications. Knowing such lawsuits are
likely and not foreclosed, companies should exercise caution and assume that Section
631(a) applies to internet communications unless and until the Ninth Circuit or Supreme
Court of California hold otherwise.

Second, companies should take steps to ensure that their website practices do not run afoul
of Section 631(a). Specifically, where feasible, companies should put measures in place to
prevent third-party vendors from viewing the contents of chats, messages or information
that consumers communicate to companies through company websites.

Third, to the extent the company or any of its third-party vendors track or record customer
messages or behavior while customers are using the company website, companies should
clearly and conspicuously disclose those data collection practices. Companies may consider,
where possible, also obtaining informed consent from users with respect to such practices.
Companies should also seek to ensure that customers have a way to opt out of those
tracking and collection practices.

Fourth, companies should conduct regular training and awareness programs for their
employees. Employees play a critical role in governing and maintaining data privacy
measures. Regular training and awareness programs can help ensure that staff are
knowledgeable about best practices.

Finally, given the constantly evolving legal landscape with respect to privacy laws and their

application to internet activities, companies should stay informed about legal and regulatory
changes to ensure ongoing compliance and minimize legal risk.
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