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European Commission Announces  
Potential NIS2 Cybersecurity Reform  
With Implementation Well Underway

Executive Summary

– What’s new: As the EU’s NIS2 Directive is implemented by more member states,
the European Commission has published a proposal to reform the law, adding new
ransomware reporting obligations, expanding representative appointment
requirements and amending the law’s scope.

– Why it matters: The proposed amendments introduce additional requirements
for regulated entities, including potential ransomware reporting obligations.

– What to do next: As NIS2 is adopted into more member states’ laws, the
regulatory focus will shift from implementation to enforcement. Companies
can continue to move forward with their NIS2 compliance efforts while
considering the proposed amendments.

The implementation of the NIS2 Directive is advancing across the European Union, 
with the European Commission (Commission) proposing further reforms that would 
introduce additional requirements for regulated entities, such as potential ransomware 
reporting obligations.

The NIS2 Directive imposes minimum cybersecurity requirements, including registration 
and incident reporting obligations, on providers of “critical infrastructure” in the EU 
(e.g., data centers and energy distribution or manufacturing businesses). See our client 
alerts of August 14, 2025, “NIS2 Update: EU Cyber Authority Sets Out Compliance 
Expectations, but Implementation Is a Work in Progress,” and October 11, 2024, “Navi-
gating the New Cybersecurity Landscape: Key Implications of the EU’s NIS 2 Directive.”

Proposed Changes to NIS2 Directive
On January 20, 2026, the Commission announced a proposal to amend certain provisions 
of NIS2. This proposal builds upon the Commission’s November 2025 announcement 
that it plans to amend other EU digital laws, and its proposal to revise the EU Cybersecu-
rity Act, announced together with the proposed NIS2 changes on January 20, 2026. See 
our November 21, 2025, client alert “Commission Proposes Significant Changes to EU 
Digital Rules – First Impressions.”
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With this proposal, the Commission aims to amend certain 
aspects of the NIS2 Directive, including:

Scope. Under the new proposal, operators of submarine data 
transmission infrastructure will be brought within scope, while 
entities involved in the distribution of chemicals are removed 
(though manufacturers and producers of chemicals would still be 
in scope). The proposal would also tweak the size thresholds for 
entities to be subject to NIS2’s broader requirements for “essen-
tial entities.”

Ransomware reporting. Under NIS2, organizations must report 
“significant incidents.” The proposal would add a requirement for 
companies reporting significant incidents linked to ransomware 
to provide additional ransom-related details (e.g., whether a 
ransom demand has been requested, whether it was paid and to 
whom) if requested to.

Representatives. Under the current NIS2 Directive, providers 
of digital services in the EU that do not have an establishment in 
the EU are required to appoint a representative in one of the EU 
countries where they provide such services. The proposal would 
expand this requirement to all companies offering NIS2-regulated 
services in the EU (e.g., credit institutions and manufacturers of 
certain products).

NIS2 Implementation Update
The announcements from the Commission comes as the law has 
been implemented by more European member states in recent 
months. Twenty-two out of 27 EU countries have now imple-
mented NIS2 into national law and, of the countries that are yet  
to implement, several have advanced draft legislation that outlines 
national frameworks.
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Approaches to key implementation elements vary between 
countries. For example, reporting obligations under NIS2 
vary significantly between countries, creating a fragmented 
compliance landscape. For example, entities in Germany must 
immediately inform individuals of an incident if instructed to 
do so by regulators. This divergence in national rules increases 
administrative and compliance burdens for organizations operat-
ing across multiple EU jurisdictions.

Given this uncertainty, companies may find it best to take a 
phased approach to compliance, focused on addressing core 
compliance obligations that are consistent across countries, while 
leaving flexibility to address jurisdiction-specific quirks once 
more countries complete their implementations.

What to Do Now
While the implementation process remains at the early stages 
in many EU countries, 2026 is set to be the year when the first 
enforcement actions under NIS2 begin, so companies should 
assess their readiness to comply with NIS2 obligations.

Specific steps companies may want to take:

- Continue to progress NIS2 compliance programs, focusing on
systems (e.g., operationally critical systems) and documen-
tation (e.g., incident response plans) that present the greatest
enforcement risk.

- Ensure that management bodies (e.g., boards) are updated on
NIS2 compliance progress, as those management bodies can be
held personally liable for NIS2 noncompliance.

- Consider guidance from EU and national agencies (e.g., the
European Union Agency for Cybersecurity/ENISA) that map
expectations for NIS2 compliance onto existing international
and national standards, such as ISO 27001.

- Continue to track NIS2 implementation status in the jurisdic-
tions in which they operate and identify areas where compliance
efforts can be advanced before local implementation is complete.
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